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Résumé

Avec larrivée des dernieres générations de téléphones chiffrés (BlackBerry PGP, iPhone),
I’extraction des données par les experts est une tache de plus en plus complexe et de-
vient un véritable défi notamment apres une catastrophe aérienne ou une attaque ter-
roriste. Dans cette theése, nous avons développé des attaques physiques sur systémes

cryptographiques a des fins d’expertises judiciaires.

Une nouvelle technique de re-brasage a basse température des composants électroniques
endommagés, utilisant un mélange eutectique 42Sn/58Bi, a été développée. Nous avons
exploité les propriétés physico-chimiques de colles polymeres et les avons utilisées dans
I’extraction de données chiffrées. Une nouvelle technique a été développée pour faciliter
I'injection et la modification a haute-fréquence des données. Le prototype permet des
analyses en temps réel des échanges processeur-mémoire en attaque par le milieu. Ces
deux techniques sont maintenant utilisées dans des dispositifs d’attaques plus complexes

de systemes cryptographiques.

Nos travaux nous ont mené a sensibiliser les colles polymeéres aux attaques laser par
pigmentation. Ce processus permet des réparations complexes avec une précision laser
de T'ordre de 15 micrometres. Cette technique est utilisable en réparations judiciaires

avancées des crypto-processeurs et des mémoires.

Ainsi, les techniques développées, mises bout & bout et couplées avec des disposi-
tifs physiques (tomographie 3D aux rayons X, MEB, laser, acide fumant) ont permis
de réussir des transplantations judiciaires de systemes chiffrés en conditions dégradées
et appliquées pour la premiere fois avec succes sur les téléphones BlackBerry chiffrés a
I’aide de PGP.

Mots Clés: Retro-Conception Matérielle, Extractions Physiques, Attaques par le Milieu,
Tomographie 3D aux Rayons X, Interactions Laser-Matiere et Electron-Matiere, Attaques

Chimiques, Transplantations Judiciaires.



Abstract

When considering the latest generation of encrypted mobile devices (BlackBerry’s PGP,
Apple’s iPhone), data extraction by experts is an increasingly complex task. Forensic
analyses even become a real challenge following an air crash or a terrorist attack. In
this thesis, we have developed physical attacks on encrypted systems for the purpose of

forensic analysis.

A new low-temperature re-soldering technique of damaged electronic components, us-
ing a 42Sn/58Bi eutectic mixture, has been developed. Then we have exploited the
physico-chemical properties of polymer adhesives and have used them for the extrac-
tion of encrypted data. A new technique has been developed to facilitate injection and
high-frequency data modification. By a man-in-the-middle attack, the prototype allows
analysing, in real-time, the data exchanges between the processor and the memory. Both

techniques are now used in more complex attacks of cryptographic systems.

Our research has led us to successfully sensitise polymer adhesives to laser attacks by
pigmentation. This process allowed complex repairs with a laser with 15 micrometres
precision and has been used in advanced forensic repair of crypto-processors and memory

chips.

Finally, the techniques developed in this thesis, put end-to-end and coupled with phys-
ical devices (X-ray 3D tomography, laser, SEM, fuming acids), have made it possible to
have successful forensic transplants of encrypted systems in degraded conditions. We
have successfully applied them, for the first time, on a PGP-encrypted BlackBerry mo-
bile phone.

Keywords: Hardware Reverse Engineering, Physical Extractions, Man-In-The-Middle
Attacks, X-ray 3D Tomography, Laser-Matter and Electron-Matter Interactions, Chem-

ical Attacks, Forensic Transplantations.
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Introduction

Nowadays, many civilians are living with a continuous threat of terrorism or mass acci-
dent, such as the Nice attack [BBC-News, 2016], the Paris attack [BBC-News, 2015b], the
Germanwings crash [BBC-News, 2017], and the Puisseguin accident [BBC-News, 2015a].
Forensic investigators must frequently bypass the protection mechanisms of embedded
systems to extract data, which constitutes evidence for the criminal court. Terrorism or
mass accident, as we see, are current topics in our society, and the bypassing of security
mechanisms must also be made possible so both legal questions (proof in court, under-
standing the disaster) and ethical challenges (mourning of the victims’ families) can be

answered.

During our research, we have worked on the interface of theoretical physics and com-
puter security, and have brought some new physics approaches to forensic investigations.
The main objective of this thesis has been the implementation of innovative methods of
extraction, and the physical bypass of cryptographic mechanisms to assist investigators

and experts in their investigations.

On December 2nd 2015, a terrorist attack was carried out on behalf of the Islamic
State in San Bernardino, California, United States. Two heavily armed terrorists burst
into a centre for unemployed people, and began shooting, causing 14 deaths and 22
wounded [Time, 2015]. The US authorities finally managed to kill the two suspects.
As part of a judicial investigation operation conducted by the US authorities, an Apple
iPhone 5C mobile phone, running iOS 9, belonging to one of the terrorists was found. The
encrypted phone was unfortunately protected by an unknown lock code with a mechanism
of physical erasure of the data after 10 attempts. Knowing that a four-digit passcode
has 10,000 possibilities, in February 2016, the US Federal Bureau of Investigation (FBI)
announced that it was unable to unlock the phone. Apple declared not to have the
passcode, and the FBI asked Apple to code up a new version of iOS 9 without the 10-
guess limit. The FBI actually wanted to brute-force the passcode, but Apple refused to
do that. Therefore, FBI filed a complaint against Apple to force them to create a tool
allowing the unlocking of the phone. However, the case did not go to court, because the

FBI managed to find a solution, with the help of a third party, to unlock the phone. The
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security point of phones (like Apple, BlackBerry or Samsung) is a selling point. What
can be a stronger advertising message than saying that Apple itself and the police are

unable to access the user’s data?

This first example shows the authorities’ new interest in collaborating with external
laboratories or universities. Before the San Bernardino attack, for confidentiality reasons,
investigators were often closed to communicating on their means and their advances. But
the high level of cryptography and the rapid evolution of technology has forced investi-
gators to open up to new collaborations, without which the judicial investigations would
end up without a quick solution. It is in this context that this thesis took place, with a
strong collaboration between the Forensic Sciences Institute of the French Gendarmerie
(IRCGN) and the academic world: Ecole Normale Supérieure (ENS) of Paris; the Smart
Card and IoT Security Centre (part of the Information Security Group) of Royal Hol-
loway, University of London; the School of Biological Sciences of Royal Holloway; and

the University of Cambridge Computer Science Department.

At a press conference [Keizer, 2016], on March 24th 2016, the FBI Director, James
Commey, told reporters that the technique call “NAND mirroring” would never work.
However, just after this announcement, Dr Sergei Skorobogatov, from the Computer
Science Department of the University of Cambridge, proved the opposite and showed it in
his paper: “The bumpy road towards iPhone 5¢ NAND mirroring” [Skorobogatov, 2016].
It is from this moment that forensic investigators were convinced that universities could

be allies in the search for judicial evidence.

In this context, in which manufacturers do not want to exchange information with state
authorities, forensic investigators must resort to new methods. However, before going
into the technical details of this thesis, the current context firstly leads us to question

three points:

e What does the French law say about the use of cryptography (section 1.1.1)7

e What are the legal penalties for crimes commission using cryptography (section
1.1.2)7

e What is the investigator’s legitimacy to carry out the reverse engineering of en-
crypted systems (cryptanalysis) before extracting and analysing the data (section
1.1.3)7

It is in this sense that we will present in section 1.1 the laws that protect forensic
investigators. Indeed, without these laws, investigators could be prosecuted for hacking

activity within the meaning of Article 323-1 of the French Criminal Code'.

L Article 323-1 of the French Criminal Code, Legislative Section, Book 3, Title 2, Chapter 3.
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A question beyond the scope of this thesis is the possible evolution of the French
legal framework to force manufacturers to reveal a back-door or create software in the
context of terrorist activities and criminal offences. For the time being, parliamentarians
and lawyers see it as an infringement of individual freedom. They also see it as an
unworkable legislation because it would aim to ban some mobile phone brands in French
territory. This question was, and is still, valid when writing this thesis, and at the time
of the production of the facial recognition decipher system (face ID) of the Apple iPhone
X. Thus, in September 2017, a French deputy? proposed an amendment which prohibited
the commercial sale and distribution in France of the iPhone X, in case of a terrorism
threat. The question is far from being decided, and the investigators have to face the

new technologies and must be inventive.

1.1 Forensic Investigators in the Face of Cryptography:
French Law

Cryptography (protocols, symmetric or asymmetric ciphers) has been widely democra-
tised in recent years, but it is regulated both for individuals and for experts mandated
to extract data protected by cryptographic algorithms. The regulation on cryptography
alms at preserving the internal or external security of the state. There is a constant
tension between the defence of the state’s interests (confidentiality) and the preservation

of individual rights (individual privacy).

In addition, France must also face a context where European Union legislation aims to
harmonise the legislation of its Member States. The legal framework for forensic experts
is a pillar that the justice system seems to want to strengthen. However, the expansion

of cryptographic technologies is faster than the legislative framework [Freyssinet, 2012].

1.1.1 The Birth of Cryptography in French Law

French law defined cryptology for the first time in Act no. 90-1170 of December 29th
1990, on the requlation of telecommunications®>. The law provides that cryptological
services are all services intended to transform information, or signals, into unintelligible
information for third parties. The law also mentions the reverse operation, using means,

hardware or software designed for this purpose.

Cryptography can be used in different sectors and may create safety problems, par-

ticularly at the commercial or state security level. Data security becomes a marketing

Zhttp://www.lci.fr/politique/eric-ciotti-veut-encore-faire-interdire-les-produits-apple-en-france-2064289. html
30Official Journal of the French Republic n. 303, December 30th 1990, Page 16439, Paragraph 28.
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argument for encrypted phones (Apple iPhone, BlackBerry PGP), encrypted messaging
applications (Telegram messenger, WhatsApp messenger) and on-line purchase (Apple
pay, Android pay). Criminals can divert the ethical and lawful use of cryptography to
prepare, disseminate and communicate offences. In the area of forensics, we frequently
find the illegal uses of cryptography in international narcotics trafficking, the preparation
and commissioning of terrorist attacks, in industrial spying and assassination files. The
possibilities of using cryptography for criminal purposes are numerous, and the list keeps

on growing.

Cryptography is subsequently clearly defined in Section 29 of the Act of June 21st
2004*, and in that sense, cryptological means any hardware or software designed or
modified to transform data. It can be either information or signals that use secret con-
ventions, or to perform the inverse operation with secret conventions. The main purpose
of these cryptographic means (Figure 1.1) is to guarantee the security of the storage or
the transmission of data, making it possible to ensure its confidentiality (information
accessible only to authorised persons), its authentication (to be sure of author identity)

or the control of its integrity (no message alteration).

Figure 1.1: The Broad Fields of Cryptography [Menezes et al., 1997]

Cryptography within the legal framework aims at ensuring examination and authenti-
cation functions. In this sense, French laws have introduced some protocols for entering

and for outputting cryptographic devices on national territory.

4Act n. 2004-575, June 21st 2004 for Confidence in the Digital Economy, LCEN.
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If the software imported from a Member State of the European Union does not per-
form only control and authentication functions, an authorisation from the French Prime
Minister will also be needed so the cryptographical means can be understood: source
code, software and hardware. The software imported from other States will also need
prior authorisation from the French Prime Minister. These applications are then sent to
the French National Cybersecurity Agency® (ANSSI).

Decree No. 2007-663 of May 2nd 2007°% and the Order of January 29th 2015 define
the form and the content of the declaration files relating to the means of cryptology. It
should be noted that some categories of cryptological means remain free to
import or export. These categories concern, for example, the supply of equipment
intended for the general public, such as radio or television reception, mobile phones,

and on which most of the cryptographic capacity is not accessible to the user.

Through these French laws encrypted phones can freely and legally circulate on na-
tional territory. Both the forensic investigators and the users do not have access to
the encryption mechanism operation. It will be seen in section 1.1.3 how French law
allows forensic investigators to carry out the reverse engineering of encrypted systems

cryptanalysis) to access the phone’s content.
(cryptanaly P

1.1.2 The Criminal Sanctions Against the Illegal Use of Cryptography

When cryptology is used for illegal purposes, the law provides for a general mechanism
for increasing sentences. Thus, Article 132-79 of the French Criminal Code® provides for

the systematic increase of the penalty when criminals are using cryptology.

When a means of cryptology, within the meaning of Article 29 of Act no. 2004-575 of
June 21st 2004, has been used for the preparation or commission of a crime or offence,

the maximum penalty of deprivation of liberty shall increase as follows:

e It is liable to imprisonment for life when the offence is punishable by thirty years’
imprisonment.

e It shall be increased to thirty years’ imprisonment when the offence is punishable
by twenty years’ imprisonment.

e It shall be increased to twenty years’ imprisonment when the offence is punishable

by fifteen years’ imprisonment.

e [t shall be increased to fifteen years’ imprisonment when the offence is punishable

by ten years’ imprisonment.

Shttp://www.ssi.gouv.fr/en/

5Decree n. 2007-663 adopted for the application of Articles 30, 31 and 36 of the LCEN.
"Order of January 29th 2015: https://www.legifrance.gouv.fr

8Legislat’,ive Section, Book 1, Title 3, Chapter 2, Section 3, Article 132-79.
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e [t is increased to ten years of imprisonment when the offence is punished by seven

years of imprisonment.

e It shall be increased to seven years’ imprisonment when the offense is punishable

by five years’ imprisonment.

e [t shall be doubled when the offense Is punishable by a maximum of three years’

imprisonment.

However, the provisions of this article do not apply to the perpetrator or accomplice of
the offence if he has given a clear version of the encrypted messages and secret agreements
necessary for decryption, as requested by the judicial authorities. This mechanism of
aggravation is means of negotiation for investigators to increase the pressure on criminals.
Unfortunately, if the investigator has no other means of proving the crime than the
encrypted data, the article cannot be validated before the French courts. If no evidence

is brought in before the courts, then there are no means of criminal punishment.

Article 434-15-2 of the Criminal Code® punishes anyone who has knowledge of the se-
cret deciphering convention of a cryptology device, which may have been used to prepare,
facilitate or commit a crime or offence, and refuses to hand over this convention to the
judicial authorities, despite the authorities’ requisitions. Such an act is punishable, by

French Criminal Code, by three years of imprisonment and a fine of 45,000 euros.

In addition, as an amendment has been dropped by Article 16 of the Act No. 2016-751

of June 3rd 2016'° which increases even more the level of penalties.

The law, therefore, provides for sanctions against perpetrators, accomplices of a crime,
and against any other persons who are aware of an agreement of data deciphering used

to commit or attempt to commit a crime.

1.1.3 Extracting Encrypted Data: the Experts’ Work Legitimacy

The French Code of Criminal Procedure provides for two scenarios, depending on the

nature of the infringement:

e The first one is when the infringement is a minor offence (consumption of narcotic
drugs, theft, fraud, etc.).

e The second one is when the infringement is a criminal offence (terrorism, drug

trafficking, assassination, child pornography, etc.).

The appointment of a judge, called “the opening of a judicial investigation”, is decided

by the public prosecutor. A judge is mandatory when the facts are criminal. Thus, at

9Criminal Code, Legislative Section, Book 1, Title 3, Chapter 1, Section 9, Article 434-15-2.
0Act n. 2016-731 of June 3rd 2016 “strengthening the fight against organized crime, terrorism and their
financing and improving the efficiency and guarantees of criminal proceedings”.
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the opening of a judicial investigation, the judge is responsible for the investigations.
Before the opening, the public prosecutor is responsible for the investigations. The Code
of Criminal Procedure says that when it appears that data, seized or obtained during the
investigation, has been encrypted, the authorities in charge of the case (public prosecutor
or judge) may appoint an expert for a criminal offence or a qualified person for a minor
offence to decipher the information: Article 230-1 of the Code of Criminal Procedure,
amended by Article 15 of the Act no. 2014-1358 of November 15th 2014.

The law favours investigators when the data is protected by an authentication mecha-
nism that prevents the access and understanding of the encrypted information contained
in it. Thus, when the data entered was obtained during the investigation and has been
transformed, the public prosecutor or the investigating judge may order the expert to
carry out the technical operations of reverse engineering to be able to obtain access to
the information. The objective is to obtain a clear version of the data, and in the case

where means of cryptography has been used, to obtain the secret decryption agreement.

If the sentence incurred is equal to, or greater than, two years’ imprisonment and if
the investigations require specific cryptanalysis operations, the public prosecutor (or the
judge) may prescribe recourse to the State’s means subject to the secrecy of national
defence!!. The magistrate, who has control of the case, has the power to help the expert
by allowing him to use military means to decipher the data (calculators). The aim
is to give investigating magistrates the means to access the clear content of encrypted
messages. Thus, judges may use the services of experts in cryptanalysis, as well as the

means of the State covered by the secrecy of national defence.

Reverse engineering is therefore legal if the expert (or qualified person) follows the
rules set by the Code of Criminal Procedure, Article 230-1: encrypted data for criminal
offences (or minor offences) and a public prosecutor or judge’s authorisation. The work

of the expert is, therefore, authorised and regulated by French law.

1.2 Thesis Outline

With the increasing evolution of technologies and the generalisation of the use of
cryptography, forensic investigators need to resort to new methods of data extraction
(cryptanalysis). This forensic thesis deals with several topics related to bypassing the
protection mechanisms and cryptographic implementations of embedded systems to help
forensic investigators to extract and analyse data. The main contributions of this thesis

are:

1 Gode of Criminal Procedure, Legislative Section, Book 1, Title 4, Chapter 1, Article 230-1.



Chapter 1. Introduction

A new low-temperature soldering method minimising silicon thermal shock on elec-
tronic chips. The method reduces the risk of data modification/destruction during

forensic desoldering operations.

e A new modus operandi of advanced repair of damaged electronic components after
air crash, fire, submersion or terrorist attack by using various physico-chemical

properties of adhesives.

e Development of a new method called “Chip Adhesives Method (CAM)” which is
a Ball-Grid-Array Man-In-the-Middle (BGA-MIM) platform. The CAM allows
investigators to provide advanced access to all exchanges in real time between
CPU, memory and crypto-components. Thus, they can understand and modify

the implemented security mechanisms inside secure mobile devices.

e Development of a new modus operandi that makes polymeric adhesives sensitive
to laser decapsulation attacks while decreasing the laser power deposited during

ablation.
e A new laser bond repair method with an accuracy of 15 micrometres.

e A new electrically conductive adhesive chemical composition using pigmentation

properties.

e A new procedure called “PoP chip-off/TCA Technique” which allows forensic inves-
tigators to unsolder Package On Package (PoP) components without either dam-

aging or destroying them.

e The full forensic transplantation of the BlackBerry PGP (Pretty Good Privacy).

Organisation. Chapter 2 introduces integrated circuit and logic design, from a tran-
sistor to hardware cryptochip. General semiconductors theory and fundamental opera-
tions are detailed in the first section. The second section shows the different types of
memories on silicon chips and the constitution of their fundamental logic cells. The last
section presents the manufacturing process of silicon memories from a piece of silicon to

packaging memories.

Chapter 3 introduces the techniques used by forensic investigators to recover data on
smartphones. The first section describes techniques used for undamaged mobile devices
(manual extraction and logical extraction). The second section is devoted to the physical
extraction and forensic hardware reverse engineering techniques applied to flash mem-
ory devices: chip-off, chip-on, attack by fuming nitric acid, ablation with laser cutter
and nano-probing. The third section presents in detail techniques used for damaged and
unsecured mobile devices. The last section shows an advanced technique developed dur-
ing this thesis, called “forensic transplantation”, used for damaged and secured mobile

devices.
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Chapter 4 details the fundamental study of the 42Sn/58Bi alloy and its forensic ap-
plications to the low-temperature re-balling and re-soldering of BGA components. The
first section presents the limits of traditional unsoldering techniques. The second section
consists of a theoretical study which presents the 425n/58Bi alloy fundamental properties
and introduces two reverse engineering techniques: X-ray tomography and Scanning Elec-
tron Microscope. The last section is the practical part showing some PhD investigations’

experimental results applied to 42Sn/58Bi alloy.

Chapter 5 describes polymer adhesive methods used in this thesis for advanced forensic
applications. The first section presents the limits of traditional forensic methods through
concrete cases. The second section introduces the material used and fundamental proper-
ties. The third section is devoted to developing new methods for solving the first section’s
limits. In the last section, we use the fundamental properties of adhesives to develop a
memory man-in-the-middle platform. The platform is used for tracking signals between
memory and CPU and to understand or modify the implemented security mechanisms

inside secure mobile devices.

Chapter 6 presents a fundamental use of the laser cutter in the micrometric repair of
an electronic component. Through concrete cases, the first section presents the limits
of traditional forensic methods. The second section consists of a theoretical study of
pigments and dyes. The third section presents some experimental results and the two
industrial patents filed. The last section presents a direct forensic application case: the

repair of a broken micrometric bonding wire.

Chapter 7 presents a method developed to transplant Package on Package (PoP) com-
ponents and fundamental forensic reverse engineering methods. The first section presents
traditional techniques and limits used by forensic experts. The second section describes
the method developed to unsolder PoP components without destruction. The third sec-
tion introduces, for the first time, the process developed during this thesis for the full
transplantation of a damaged secured mobile phone using a hardware key on the processor
of a BlackBerry 9900 PGP.

Chapter 8 concludes this thesis and sets out future work and advancements.

1.3 Publications

This thesis is primarily based on the publications described in this section. Among the
developed work are 5 published papers, 2 patents and several talks in France, Canada,

Belgium and the United Kingdom.
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Low-Temperature Low-Cost 58 Bismuth—42 Tin Alloy Forensic Chip Re-
Balling and Re-Soldering

with David Naccache, Thomas Souvignet and Sebastien Lepeer

Abstract. The re-soldering of electronic components is often necessary during forensic
investigations. Such re-soldering usually occurs in two scenarios. In the first in vivo
scenario, a component is extracted from the exhibit board and analysed (or unlocked)
externally before being re-implanted in the exhibit board. In the second in vitro scenario,
the extracted component is implanted in an external test board or an unlocked device of

the same brand and model. We call such manipulations chip-off/chip-on procedures.

In some cases, data manipulation, performed during chip-off and chip-on, may also help
to recover forensically significant data such as emails, text messages, contacts, photos or
videos. Chip-off/chip-on techniques involve two risky steps during which forensic data
can be irreversibly lost, given that a chip must be de-soldered and re-soldered again.
During both operations, temperatures beyond the normal operating range are applied to
a chip containing valuable information. In addition, for cost reasons, chips are usually

not designed to withstand repeated soldering during their life-cycle.

A recent publication by the Netherlands Forensic Institute [Jongh, 2014] proposes to
minimise thermal stress by using low-temperature alloys during the re-soldering phase.
The necessary low soldering temperature 42Sn/58Bi 300 pm balls has a burdensome cost
(several thousands of euros per ball jar) if a mass production is not considered. Given that
the forensic analysis of mobile telephones has become a standard requirement in most
criminal cases, unitary forensic analysis cost reduction is currently a necessity. Luckily, it
is possible to find cheap soldering pastes composed of inhomogeneous balls of 42Sn/58Bi
(25—45 pm) mixed in a solvent. How to use such pastes for forensic re-soldering proves

to be a nontrivial laboratory exercise, on which we focus in this paper.

This work introduces a method called reballing, that will produce 300-micron beads
from 25- to 45-micron balls. The proposed process is based on the use of a reballing
stencil. We analyse the influence of the temperature descent curve during soldering and
explore its effects on the final soldering quality. Finally, we will verify the compliance of
our low-cost (less than 40 euros), low temperature (138°C), curve-optimised reworking

process on micro-BGA components.

Note. This work is presented in detail in Chapter 4.

Electrically Conductive Adhesives, Thermally Conductive Adhesives and UV

Adhesives in Data Extraction Forensics

with David Naccache and Thomas Souvignet
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Abstract. Recent publications underline the interest of using polymers in microelectron-
ics [Cui et al., 2014]. Polymers are the ideal interconnect alternative to solder materials
containing lead. ECAs [Li and Wong, 2006], TCAs [Felba, 2011] and UVAs [Asif et al., 2005]
mainly consist of a polymeric resin (epoxy, silicon, polyurethane or polyimide) that pro-
vides physical and mechanical properties such as adhesion and mechanical strength,
while containing metal fillers (silver, gold, nickel or copper) that conduct electricity
[Luo et al., 2016]. Currently, it is possible to find really cheap polymeric resin. Using
these resins for digital forensic purposes is the focus of this paper, that we demonstrate

in a hardware reverse engineering prototype case study.

When considering new mobile devices, such as secure phones, it is often necessary to spy
on communications and perform numerous tests on the memory (e.g. by changing some
bytes) to understand or modify the implemented security mechanisms (manipulate system
time, locate password hashes, observe artefacts of implemented security algorithms, etc.).
Traditional techniques use either laser attacks/probing (chip-on) or de-soldering/read /re-
soldering (chip-off/on) [Heckmann et al., 2016] [Jongh, 2014]. These two techniques are
unsuitable for repeated operations requiring many readings/changes/injections. This
paper describes a concrete case study using adhesive properties complementary to chip-

on and chip-off methods.

We present the steps using different properties of adhesives (ECA, TCA, UVA) that
will lead to the realisation of a prototype particularly suitable for the repeating of the

read phases/changes/injections necessary for reverse engineering secure mobile devices.

Note. This work is presented in detail in Chapter 5.

Decrease of energy deposited during laser decapsulation attacks by dyeing
and pigmenting the ECA: application to the forensic micro-repair of wire

bonding

with David Naccache and Thomas Souvignet

Abstract. Polymeric adhesives are of interest in the digital forensics domain. They can
be used to perform more or less complex repairs or even to realise advanced man-in-the-

middle attacks in order to carry out reverse engineering of secure systems.

The main aim of this paper is to develop a technique that makes polymeric adhesives
sensitive to laser decapsulation attacks (decapping) while decreasing the laser power
deposited during ablation. We will first introduce a theoretical part on the proper-
ties of laser radiation ablation and discuss the fundamental equations characterising

laser—matter interactions.

In the practical part, we vary the absorbance of our target materials (ECA) by adding

11
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either dyes or pigments at different concentrations, to evaluate the influence on sensitivity
to laser decapping attacks. The addition of dyes or pigments will have an immediate and
crucial impact on coefficients of the fundamental equation of heat that make the polymeric

glues sensitive to laser decapping attacks.

Finally, to demonstrate the value of this work, a direct example of application is im-
plemented for the micro-repair of broken bonding wires in areas where traditional tech-
niques using the wire-bonder are not applicable or are likely to create additional damage
to neighbouring bonding wires. This paper shows how to make conductive bonding, using

ECA, with an accuracy of 15 micrometres.

Note. This work has served as the basis of 2 patents taken out jointly by the Ecole Nor-
male Supérieure of Paris and the Forensic Sciences Institute of the French Gendarmerie
(IRCGN). This work is presented in detail in Chapters 3 and 6.

Forensic Smartphone Analysis Using the Adhesives Transplantation of Pack-

age on Package Components

with David Naccache, Thomas Souvignet and Konstantinos Markantonakis

Abstract. Investigators routinely recover data from mobile devices. In many cases the
target device is severely damaged. Events such as airplane crashes, accidents, terrorism
or long submersion may bend or crack the device’s main board and hence prevent using
standard forensic tools. This paper shows how to salvage forensic information when the
NAND memory, SoC or cryptographic chips are still intact. We do not make any assump-
tions about the state of the other components. In the usual forensic method, damaged
phone components are analysed using a process called “forensic transplantation”. This
procedure consists of unsoldering (or lapping) chips, re-soldering them on a functionnal

donor board and rebooting the phone.

Package on Package (PoP) component packaging is a new technique that allows stack-
ing of two different silicon chips, e.g. memory, CPU or cryptographic processors. Cur-
rently, PoP is widely used by most device manufacturers, particularly by leading brands
such as Apple, BlackBerry, Samsung, HT'C and Huawei. Unfortunately, forensic trans-

plantation destroys PoP components.

This work overcomes this difficulty by introducing a new chip-off analysis method
based on High Temperature Thixotropic Thermal Conductive Adhesives (HTTTCA).
The HTTTCA process allows the investigator to safely unsolder PoP components, which
is a crucial step for transplantation. To demonstrate feasibility, we describe in detail an

experimental forensic transplantation of a secure mobile phone PoP CPU.

12
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Note. This work is presented in detail in Chapters 3 and 7.

Forensic problems of underfill epoxy on electronic components—a solution

thanks to an acid attack: application to the chip-off of underfilled components

with David Naccache, Konstantinos Markantonakis, Raja Naeem Akram, and James
McFEvoy

Abstract. Acids and their use can be of interest in the digital forensics domain. Firstly,
they can be used to de-capsulate the packaging of the electronic components before
reading the chip (physical dump by chip-on), or to carry out reverse engineering of
secure systems by micro-reading techniques of the silicon chip. Moreover, as we show in
this paper, with the arrival of the latest generations of mobile phones, acid mixtures can

be of interest in the legal transplantation of damaged phones using underfill epoxy.

In addition to traditional high temperature eutectic soldering, the use of underfill epoxy
to glue the electronic components to the PCB (memory, CPU, cryptographic chips), has
now become the norm amongst mobile phone manufacturers (Apple, BlackBerry, Sam-
sung, etc.). Currently, this technique is the best solution to protect components against
various mechanical stresses and improve reliability. Unfortunately, traditional techniques
(chip-off or lapping) have become impossible to apply to underfilled components without
destroying them or without moving peripheral electronic components. These component
movements make the board unusable or require many hours of expensive repairs and

specific hardware.

This work introduces a new method called “underfill acid attack”. The proposed pro-
cess is based on the use of different mixtures of acids heated to various temperatures. We
quantitatively study the influencing factors on the efficiency of acid attacks on industrial
underfill and present our results. Finally, we present our optimised process to unsolder
electronic components which are glued together by an industrial high temperature un-
derfill epoxy, without destroying the targeted electronic components and mobile phones’
PCBs.

Note. This work is presented in detail in Chapters 3 and 7.
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Theory

Silicon is the basis of transistor technology and forms the modern electronic cell. Sil-
icon is found in the manufacture of electronic memories, processors, cryptoprocessors,
biometric sensors such as fingerprint recognition (touch ID), iris or facial sensors (face
ID) and cryptographic chips. Silicon is also the basis of SIM cards, SD cameras, internal
GPS memories and more generally of all embedded systems: civil, military, aeronautical

and space applications.

In this part we will see the fundamental properties of silicon explaining the general-
isation of its use in modern electronics. We will also show the functioning of CMOS
transistors and their uses in contemporary memory chips, and finally, we will explain the
processes of silicon transformation from a raw element to its most complex form: the

silicon nanometric chip.

2.1 General Semiconductor Theory and Fundamental Op-

erations

2.1.1 Semiconductor Technology: Silicon

Quantum mechanical laws, that describe the behavior of matter at the nanoscale, were
discovered at the beginning of the twentieth century [Gamow, 1985]. The silicon atom
and its electron cloud, like any isolated atomic system, follows the laws of quantum me-
chanics. Thus, the energy of the silicon electrons can only possess discrete values well
defined by the Schrédinger eigenvalues equation [Cohen-Tannoudji et al., 1973] (Equa-
tion 2.1):

H!pnlm (r7 @7 di) = Enl!pnlm (r7 @7 di) (21)

with (n) the main quantum number, (1) the orbital quantum number and (m) the mag-

netic quantum number.
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The spherically symmetric potential ,,;,,,(r, ©, ®) is a function (Equation 2.2) of radial

function R, (r) and angular function v, (0, ®) (spherical harmonic).

i (7,0, D) = Ry (r)yim (O, D) (2.2)

Thus, the distribution of silicon electrons in atomic orbitals obeys the Pauli’s exclu-
sion principle, the Klechkowski rule and the Hund rule (Equation 2.3, Figure 2.1). By
complying with these three quantum rules, it is possible to precisely write the electronic

structure of silicon:

(152)(252)(2p6) (352)(3p2) ~ [Ne](352)(3p2) (2.3)

Valence Electrons

e —

N[N RIY] E

Figure 2.1: Silicon Electron Configuration

The laws of quantum physics [House, 2017] show that when a silicon atom is isolated,

the energy levels of its valence electrons are discrete (E1 and E2, Figure 2.2).

A Electron Energy permitted
cB E,
Ec- TENSSSS— .
I Eg=1.1eV
| )
2.35A Interatomic
Face-centered distance (d)

cubic system

Figure 2.2: Si Atoms in Crystalline Meshes: Valence Electrons’ Energy Bands

However, when we bring several silicon atoms closer together (decreasing the inter-

atomic distance), energy levels are divided. We see the hybridisations of atomic orbitals
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to give molecular orbitals. If the silicon atomic orbitals 352 and 3p? are mixed to form
molecular orbitals in sp® hybridisation [Guzman-Verri and Lew Yan Voon, 2007], when
approaching N silicon atoms, the electron’s energy levels are split and being very close

to each other, they form continuous energy bands (Figure 2.2).

To explain this phenomenon, it is necessary to express and take into account all the
kinetic interactions and energies of the system: kinetic energy of electrons and nuclei,
electron-electron interactions, electron—kernel interactions and kernel-kernel interactions.
In order not to overload this thesis with lots of equations, we present in Appendix A
the integral calculations. Thus, in the approximations of Appendix A, Schrodinger’s
equation for silicon crystal is written (Equation 2.4):

2
[ o 2 4 VP (R, 7) = B (R, 7 (2.4)

with V() the potential seen by the electrons (crystalline meshes).

The resolution of this equation allows us to obtain the electronic states of the silicon
crystal E,(K). In their work, [Guzman-Verri and Lew Yan Voon, 2007], show the ana-
lytical solution for the electronic states Ey (k) for the silicon Si(111) at the I" point with
first-nearest neighbour (1NN) sp3s* and first-nearest neighbour (2NN) sp3 (Figure 2.3):

(1NN sp’s*) (2NN sp?)

<

—

/\
K I M K K I M K

Figure 2.3: Band Structure of Si(111) Obtained from TB Models: First-Nearest Neigh-
bour (INN) sp3s* (Left), First-Nearest Neighbour (2NN) sp3 (Right)

—
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The cubic system in which silicon is crystallised is a diamond structure (Figure 2.4),
derived from the face-centered cubic structure (fcc), with a mesh parameter of 5.43 A
and interatomic distance of 2.35 A [Henins, 1964].
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Figure 2.4: Silicon is Crystallised in a Diamond Structure

During the crystal’s formation, the atom gains four electrons by forming covalent bonds
which correspond to the common sharing of its peripheral electrons with the neighbouring
atoms. Thus, a silicon atom that associates with four other atoms of silicon would have

eight electrons in its outer fundamental electron layer.

The energy separation Eg between the conduction band and the valence band (Figures
2.2 and 2.3), called band gap energy, determines the electrical behaviour of the body

(insulator, conductor, and semiconductor) [Seeger, 2013]:

e An insulator is a body whose valence band is saturated while the conduction
band is completely empty. These two bands are separated by a band gap with
a value Fg > 6eV (Figure 2.5). Internal electric charges do not flow freely and
the property that differentiates an insulator is its resistivity; insulators have higher

resistivity than semiconductors or conductors.

e In a conductor, a free electron has sufficient kinetic energy to circulate freely
in the crystal. The width of the forbidden band Eg is zero and there is then an
overlap between the conduction band and the valence band. Thus, the conduction
band is partially filled with free electrons that come from the valence band and
allow the flow of an electrical current in one or more directions. Pure elemental
silver, copper, gold, and aluminium are the best electrical conductors encountered

in modern electronics.
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CB
CB

CB

Eg26 eV : DeV<Eg< 6eV Eg= 0 eV
Y

Conductor

Semiconductor

Insulator

Figure 2.5: Insulator, Semiconductor and Conductor Gap Energies

e Materials having a band gap between 0 < Eg < 6¢eV, are referred to as intrinsic
semiconductors. [Rodriguez et al., 2009] shows that the size of the silicon crys-
tal’s band gap is dependent on pressure and temperature. As E, g;(0,0) = 1.1eV

at 0 K, silicon is a semiconductor (Equation 2.5):

E,; 5i(P,T) = E45i(0,0) —

T+c

with k and ¢ are temperature coefficients.

The electrons are half-integral spin particles and taking into account the exclusion prin-
ciple of Pauli, the electrons obey the Fermi-Dirac statistic [Cohen-Tannoudji et al., 1973].
Thus, f,,(E), the probability of occupying a level of energy E by the n'" electron at the

thermodynamic equilibrium is Equation 2.6:

fa(E) = —F%—%; (2.6)
1+€ kﬁT

with Er the Fermi energy level and kg the Boltzmann constant.

Silicon is a semiconductor that can be either pure, in which case it is said to be an
intrinsic semiconductor, or doped by impurities (which makes it possible to control

its resistivity), in which case it is said to be an extrinsic semiconductor.

The energy state density N(E) depends on the electron energy F and corresponds to
the available space for the electrons in the conduction band N.(E) (Equation 2.7) and
the space available for the holes in the valence band N, (E) (Equation 2.8):

1 2m¢. 3
Ne(E) = 5 5(53 )2 VE — Ee (2.7)
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1 2m,

3
5555 VE B (2.8)

Ny(E) =
where m. and my, are the effective density mass of states, h the reduced Planck constant,

E. the energy of the conduction band and E, the energy of the valence band.

The energy state density (conduction or valence band) is the number of states per

interval of energy at each energy level available to be occupied.

2.1.1.1 Silicon Without an Electric Field E: Thermodynamic Equilibrium

When no electric current is applied to intrinsic or extrinsic silicon, it is said to be in
thermodynamic equilibrium. In this case, outside the electric field, the free carriers
have a Brownian motion, and their average displacement is zero. There is no charge
carrier displacement and therefore the silicon is insulating.

The electron density n [em ™3] in the conduction band is then obtained by adding,
over the entire energy range covered by this band, the electrons’s energy state density
weighted by the probability of finding an electron at this same level of energy (Equation

2.9):

I No(E).fo(E)dE (2.9)
E.

In the same way we obtain the hole density p (Equation 2.10):

Ey
p= Ny(E).(1 = fn(E))dE (2.10)

—0o0
In the case of intrinsic silicon without an applied electric field, the expressions of

the electron density n in the conduction band is expressed via the Boltzmann equation
(Equation 2.11):

_Ec—Ep +oo _E-E¢
n=Ne " <= N.= N.(E).e "7 dE (2.11)
E.

In the same way, the density of holes p in the valence band is (Equation 2.12):

_ Ey-Ep E, E—Ey
p=DNe "' <— N,= Ny(E).e *" dE (2.12)

—0o0

For an intrinsic semiconductor n = p = n; we can deduce the expression of the intrinsic
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density of the carriers (Equation 2.13):

_ Ec—Ep _ Ey—Ep Ec—Ey

ni= N, FT =Ny T <= n;=+/N,Nye T (2.13)

We find the position of the intrinsic Fermi level (Er;) (Equations 2.14, 2.15, and 2.16):

n N, _ BEc—Ey—2Ep;
’ = N (2.14)
n _Ec+Ev+2EFi Nv
— =1 =In— 2.15
» ksT "N (2.15)
n E.—E, kgT N,
—=1 << Er;(T) = In — 2.16
p R(T) = =5+ (2.16)

We notice that at 0 K(Equation 2.17 and Figure 2.6):

_E.-E,

EFi(0) = — (2.17)

A & V)

Figure 2.6: Intrinsic Silicon at T =0 K

The intrinsic silicon may be doped with an electron donor or an electron accepting
elements. In this case, the silicon crystal is called an extrinsic semiconductor. A p-type
silicon crystal (Figure 2.7) is an intrinsic semiconductor in which acceptable impurities
have been introduced (boron, indium). These impurities are so-called because they accept

an electron from the conduction band to make a bond within the silicon crystal.
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Figure 2.7: P-Type Silicon Crystal Doped With Indium Impurities

The doping of silicon by indium (group III of the Mendeleev table) of concentration
Np allows us to write Np > n;. Thus the density of electrons is equal to the density of
donors n = Np (Equations 2.18 and 2.19):

_Ec—Efp _Epi—Ep
n=Np=Ne "' < Np=mne *" (2.18)
_EC*EF ND
n=Np = N T = EF(T) = FEp; — ]{Z/BTIH (2.19)

n;

Thus, a p-doped silicon crystal has a lower n electron density and a higher p hole
density than the silicon taken in its intrinsic configuration. It is said that the electrons

are the minority carriers and that the holes are the majority carriers.

By contrast, an n-type silicon crystal (Figure 2.8) is an intrinsic silicon crystal into
which donor impurities have been introduced (phosphorus, arsenic). These impurities are
so-called because they give an electron to the conduction band to make a bond within
the silicon crystal. The doping of silicon by arsenic (group V of the Mendeleev table) of

concentration N4 allows us to write the Fermi level as (Equation 2.20):

N
Ep(T) = Ep; + ksTln =2

n;

(2.20)
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ﬂ\ & €V)

Figure 2.8: N-Type Silicon Crystal Doped With Arsenic Impurities

We see that according to the doping and the concentration of the doping, manufac-
turers can play on the fundamental properties of silicon to meet their needs. The Fermi

level can thus be varied and charge carrier reserves (electrons or holes) can be created.

2.1.1.2 Silicon in an Electric Field ﬁ: Out Of Equilibrium

As silicon is a semiconductor, the application of an external electric field can move
electrons and holes and create a particle flow (electrical current). Intrinsic and extrinsic
silicon are said to be out of equilibrium; they are electric conductors. When an electric
field ﬁ is applied to a semiconductor, each charge carrier (electron and hole) undergoes
an electrostatic force ? = iqﬁ (4 for the holes and — for the electrons) and a viscous-

type friction force — f, 07 which describes the effect of collisions.

The equation of dynamics allows us to write (Equation 2.21):

dity diy qE  dog

Wi _E -~ f. il 2.21
m-- =4 frvd<:>dt m (2.21)
with 7 the relaxation time of collisions.
Thus, in steady state (Equation 2.22):
s, E
Wi _g e =8 _F (2.22)
dt m

with p is the mobility of the charge carriers.
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The velocities of electrons and holes are written (Equation 2.23):

—qr E +qr, E

ﬁelectron = m = _Nn-ﬁ and ﬁhole = m = ,up.ﬁ (223)

with (1, the electrons mobility, p, the holes mobility.

The displacement of the charges corresponds to a current whose density is defined as
the quantity of charge dg which passes through the ds surface unit during a dt time and
for each type of carrier (Equations 2.24 and 2.25):

—_ .
Jelectron = —N.q.Velectron = n"]-,u'nE (224)
— R
Jhole = P-q-Uhole = p-qVU/pﬁ (225)

The conduction current, resulting from the displacement of the electrons and the holes

under the action of the electric field, is written (Equation 2.26):

— -_— .
Je = Jhole + Jelectron = Uﬁ with o = n.q.fn + p-q-fp (226)

with o is the conductivity of the materials.

Therefore, to summarise the fundamental properties of silicon :

e If the silicon is intrinsic and with (or without) an external electric field it is insu-

lating.

o If the silicon is p-type and if we apply an external electric field, the silicon is

conductive and constitutes a reserve of holes.

e [f the silicon is n-type and if we apply an external electric field, the silicon is

conductive and constitutes a reserve of electrons.

The introduction of impurities in a silicon crystal makes it possible to modify the number
of free carriers, to choose the type of conduction (by electrons or by holes) and to control

the conductivity.

We will now see with the juxtaposition of p-type silicon and n-type silicon, insulating
materials and conductive materials allow us to obtain the complex electronic structures

that are the basis of modern electronics.
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2.1.2 Transistor Technologies

As shown in the fundamental equations of section 2.1.1, silicon is a semiconductor
which, depending on the treatment it receives, can either drive or block an electrical
flux. It is the ideal support to accommodate the millions of transistors that make up the

modern chip.

There are two classes of transistors:

e Bipolar transistors [Liu, 1998].

e Metal Oxide Semiconductor (MOS transistors) [Pelgrom et al., 1989].

Each class comprises two types of transistors: the bipolar transistors may be of the NPN
or PNP type, and the MOS transistors may be of type N or P. These two types are

complementary, i.e. they are controlled by means of electrical quantities of opposite sign:
e The NPN bipolar transistors are controlled by an incoming current (positive)[Ning et al., 1981].
e The PNP bipolar transistors are controlled by an output current (negative) [Ma and Kan, 2017].

e The N-type MOS transistors are controlled by a positive voltage [Brian, 1990].

e The P-type MOS transistors are controlled by a negative voltage [Terao et al., 1991].

In order not to overload this thesis we will only present CMOS technology, which is

mainly used in memory components and processors of mobile phones.

2.1.2.1 The CMOS Transistor

The Metal Oxide Semiconductor Field Effect Transistor (MOSFET) is shown as a
switch in electronics (Figure 2.9). The electrode, called the gate (G) [Lundstrom, 1997],
controls the current (ip) flowing through a conduction channel established between the
source electrode (S) and the drain electrode (D). Thus, the gate acts as a communication

electrode from the blocked state (0) to the on state (1) and vice versa.
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Figure 2.9: CMOS Switch

The conduction channel is created below the gate oxide between the two charge tanks

represented by the source and drain regions (Figure 2.10).

Source Gate Drain

Source Gate Drain

Sin

Figure 2.10: nMOS (Left) and pMOS (Right)

It is created by a vertical electric field crossing the semiconductor through the MOS
capacitance. Depending on the type of charge carriers forming the conduction channel,
the MOSFET is divided into two categories (Figure 2.10):

e The MOSFET is nMOS if the conduction channel is formed of electron.

e The MOSFET is pMOS when the conduction channel is formed of holes.

Applying a voltage to the gate contact has a direct bearing on the nature of the carriers
on the semiconductor surface. We can vary the voltage vgs and vpg to change the
operating mode of the CMOS. So there are 3 MOFSET modes [Ward and Dutton, 1978]:

cutoff, non saturation, and saturation (Figure 2.11).
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Non saturation

3 Vps S Vgs = Vi, =7 Vbs > Vs = Vi,
vos << - (Vgs - Vin) /

154 VGs=Vth+2

Id (mA)

7 VGs=Vth+1.5

VGs=Vih+1

VGs=Vth+0.7

VGs=Vth+0.5

: ﬁ é ‘ Vs (V)

‘VGS < Vi, CuToff‘

Figure 2.11: Circuit nMOS: I = f(V)

We can write [Mathieu and Fanet, 2009] the drain current ip (Equation 2.27) in terms

of vag and vpg for nMOS transistor:
. dVs dQr
= nW - — nW -
ip = W (=Qr)—~ + pn Wi —
with Q the electron charge of the channel per unit area, (W) the width of the device.

(2.27)

Depending on the threshold voltage of the MOS (vy,) we can define a first zone called
cutoff in which vgg < vip.

If vggs = 0 the cutoff regime is found in accumulation regime. The holes, which are
the majority carriers of the substrate, are accumulated at the interface. The potential
energy of the channel is greater than that of the source and constitutes a potential barrier

preventing the flow of charges: ig = 0 the transistor is blocking.

If 0 < vgs < vy, the cutoff regime is found in depletion regime. The holes are still
present in the interface but less numerous than in the volume of the substrate. The
voltage applied to the gate is negative but lower than the threshold voltage. The electrons
under the grid are pushed back leaving, only fixed charges in the channel. Thus, a zone
of depletion (zone empty of any mobile load) forms under the grid and close to the source
and drain zones. As a result, the potential barrier height between the source and the

channel decreases but does not release the current as: i¢g = 0 is being blocked by the
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transistor.

If vas > v, and vps < vas — vy, the transistor is found in non saturation regime. A
conduction channel is established and the electric current flows between the source and
the drain. The channel behaves first as a resistor and the current varies proportionally
with the drain voltage. We call this zone the linear zone of the non saturation regime
in which vpg < %(vgs — vg). The intensity of the electric current is expressed in the
form (Equation 2.28) with L the channel length and k,, a function of the oxide thickness,
dielectric constant, and mobility of carriers in the channel:

. w
ip = knf(UGS — V}h)v[)g (2.28)

By increasing the vpg voltage, the drain current deviates ohmically and stabilises due
to the reduction of loads in the drain region (non-linear regime). The intensity of the

electric current is expressed in the form (Equation 2.29):

2
ip = kn%[(ms ~ Vin)ops — 225 (2.20)
If vgs > vy, and vpg > vgs — vy, the transistor regime is found in saturation. The
increase of vpg has the effect of reducing this excess voltage in the vicinity of the drain,
to the point where the voltage vanishes vpg = vgs — v¢n,- The channel, which then has
a zero thickness, it is said to be pinched. When the transistor is saturated, the current
ip remains constant despite any subsequent increase in vpg. Thus, the intensity of the

electric current is expressed in the form (Equation 2.30):

. 1. W
1D = iknf@Gs - Vth)2 (2'30)
Complementary Metal Oxide Semiconductor technology is the elemental cell with much
more complex electronic structures. We will see now how the assembly of CMOS struc-

tures allows us to realise an infinity of elementary logical structures.

2.1.2.2 The Inverter in CMOS Technology

It is implemented with a nMOS transistor and a pMOS transistor (Figure 2.12), with
Vpp the Voltage Drain Drain and Vgg the Voltage Source Source. Only one of the

transistors is conductive at a time [Weste et al., 2005].
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Figure 2.12: Inverter in CMOS Technology

When the input is in a low state, only the pMOS transistor is on. The voltage applied
to its source, a high voltage level, is found on the drain which is also the output of the
inverter element. When the input In of the inverter is in the logic state 0 (0 V), we have:

e VGS = 0V for the nMOS; it is blocked.

e VGS = -5V for the pMOS; it is conductive.

For 5v technology, the output of the inverter is at 5 V which corresponds to logic 1.

When the input is in the high state, only the nMOS transistor is on. The voltage
applied to its source, a low voltage level, is found on the drain which is also the output
of the inverter element. When the input In of the inverter is in the logic 1 (5 V) state,

we have:

e VGS =5V for the nMOS; it is conductive.

e VGS = 0 V for the pMOS; it is blocked.

The output of the inverter is at 0 V which corresponds to the logic state O.

2.1.2.3 The NAND Gate in CMOS Technology

The Complementary Metal Oxide Semiconductor NAND gate [Chen, 1990] contains
two series nMOS transistors between the output and Vgg and two parallel pMOS tran-
sistors between the output and Vpp (Figure 2.13). The purpose of this logic function is

to output 0 when both inputs are at 1 and output 1 in all other cases.
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Figure 2.13: NAND Gate in CMOS Technology

When V4 is low state and V3 is low state, both pMOS are conductive and both nMOS
are blocked. Thus, the electronic flow at the output Vs has two possible paths, via
the pMOS transistors, to connect to Vpp and create a movement of the charge carriers
(electric current). The output S will be loaded at the Vpp level. The output line will
not get any path to the GND because bith the nMOS are disabled.

Therefore, there is no possible passage for the electrons by which the output line can
discharge. The output line maintains the voltage level at Vpp and thus Vs is in a high
state. The output logic state is 1.

When V4 is in a low state and Vp in a high state (or similar when V4 is in a high state
and Vp in a low state), we have a pMOS1 conductor, nMOS1 blocked, pMOS2 blocked
and a nMOS2 conductor. pMOS1 and pMOS2 are two parallel transistors.

Thus, even with blocked pMOS2, the electron flow will get a channel via pMOS1
to connect to Vpp. nMOS1 and nMOS2 are two transistors in series. As nMOSI1 is
blocked, Vg will not be able to find a path to GND to unload its electron stream. This
consequently entails that the Vg is maintained at the level of Vpp. The output logic

state is 1.

Finally, when V4 is low and Vg is high, pMOSI1 is blocked; nMOS1 is conductive,
pMOS2 is blocked and nMOS2 is conductive. Both pMOS are blocked.

Thus, Vg will not find any way to create a displacement of its electron flow and create a
connection to Vpp. Since nMOS is on, the connected nMOS series will create a movement

from its Vg to GND electron flow. The output logic state is 0.
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2.1.2.4 The NOR Gate in CMOS Technology

The CMOS NOR gate [Chen, 1990] contains two nMOS parallel transistors between
the output S and Vgg and two pMOS series transistors between the output and Vpp
(Figure 2.14).
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Figure 2.14: NOR Gate in CMOS Technology

The same reasoning as for the NAND gate can be carried out:

e When Vj is in a low state and Vp is in a low state: pMOS1 is conductive, nMOS1
is blocked, pMOS2 is conductive and nMOS2 is blocked. The output logic state is
1.

e When V4 is low and Vg high: pMOSI1 is conductive, nMOSI is blocked, pMOS2 is
blocked and nMOS2 is conductive. The output logic state is 0.

e When Vj is high and Vg low: pMOSI1 is blocked, nMOS1 is conductive, pMOS2 is
conductive and nMOS2 is blocked. The output logic state is 0.

e When Vj is high and Vp high: pMOS1 is blocked, nMOS1 is conductive, pMOS2
is blocked and nMOS2 is conductive. The output logic state is 0.

2.1.2.5 Complex Electronic Circuits

We have just discussed three elementary logical cells (inverter, NOR gate and NAND
gate) produced from CMOS transistors. The reader is invited to consult [Nielsen and Girgis, 2000]
and [Chen, 1990] for a complete description of the other elementary logic cells obtained
from CMOS transistors. Building complex electronic circuits require the sharing of thou-

sands of CMOS cells in series and in parallel.

These interconnections are a long process to wait for the execution of a particular

function (Figure 2.15).
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Figure 2.15: Bipolar Power Piezo Driver [Horowitz and Hill, 1989

In order to make complex circuits, designers use HDL hardware description language
such as Verilog [Thomas and Moorby, 2008], VHDL [Ashenden, 2010] or SystemC to rep-
resent the behaviour and architecture of a digital electronic system [Bushnell and Agrawal, 2004].
The design tools allow the direct transition from a functional description in HDL to a
schematic of several thousand logic gates that will be used and optimised by electronic

circuit manufacturers.

We have just seen that the CMOS transistor is the fundamental element on which a
basic and complex logical structure is based. We will show how the arrangement of these

elementary cells makes it possible to realise different types of memory in the silicon chip.

2.2 The Various Types of Silicon Memories

Silicon memories fall into two main categories: volatile memories and non-volatile
memories [Bez et al., 2003] (Figure 2.16).

e Volatile memories lose their information as soon as they are no longer powered.

e Non-volatile memories retain information stored independently of the external

power supply.
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2.2.1 Volatile Memories

Volatile memories are commonly referred to as Random Access Memory (RAM). Two
types of RAM memory exist: Static Random Access Memory (SRAM) and Dynamic
Random Access Memory (DRAM).

The SRAM [Bhavnagarwala et al., 2001] can retain the information stored on it as
long as a voltage is applied across its terminals. Each bit is stored using flip-flops made

up of 6 transistors (Figure 2.17).
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Figure 2.17: SRAM Logic Cell

The area occupied by these memories is therefore large. However, it is not necessary

to refresh it regularly, so it consumes very little current. Its very fast reading and writing
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makes it a wise choice for microprocessor cache memories.

The DRAM, or dynamic memory [Adler et al., 1995], must be regularly refreshed to
keep the information stored on it. It therefore consumes more current than the SRAM.
However, it consists only of an access transistor and of a capacitor storing a load (Figure

2.18), which makes it possible to obtain high integration densities.
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Figure 2.18: DRAM Logic Cell

This reduces the cost of DRAMs and makes them widely used as the main memory
of computers. Examples include Samsung, SK Hynix, Microns, Elpida, but also the
Corsair Dominator Platinum 16GB DDR4, the Ballistix Tactical 16GB DDR4 CL16 or
the Kingston ValueRAM 16GB DDRA.

2.2.2 Non-Volatile Memories

Non-volatile memories are used to store information in the absence of power. The
ROM (Read Only Memory) was the first non-volatile silicon-only memory invented. The
data is written during manufacture, by etching, and cannot be subsequently modified.
It is useful in microcontrollers. Two types of ROM memory exist: the MROM (Mask
ROM) and the PROM (Programmable ROM). The PROM is an evolution of the ROM
in which the memory can only be programmed once. Its operation corresponds to a fuse
array whose elements are blown according to the information to be stored. The Erasable
PROM (EPROM) [Shiner et al., 1980] is an improvement of the PROM where data can
be erased by ultraviolet (UV) exposure. It is the first device to use the principle of
storage of charges in a floating gate. The memory cell consists of a single transistor.
The EEPROM (Electrically EPROM) [Harari et al., 1994] differs from the EPROM in
that it can be electrically erased without UV exposure. This is done at the expense of

the addition of a selection transistor for each storage transistor, which increases the area
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occupied by these memories.

Finally, Flash memory is similar to the EEPROM, without the selection transistor,
whose role is now played by the storage transistor. The surface gain is therefore consistent

for the same functionalities.

There are two types of flash memory architectures: NOR and NAND (Figure 2.19).
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Figure 2.19: NOR and NAND [Campardo et al., 2010]

In NOR flash memory [Chen et al., 2009], memory cells are connected in parallel with
a common ground node. Bitlines are formed by memory cells sharing the same drain

contact and wordlines are formed by flash cells sharing gate contact.

NAND flash memory employs a different array organisation [Ueno and Uchiumi, 2010].
In NAND flash, several memory cells are connected in series between bit line and ground,
thus increasing the density compared to NOR flash. Although series connection of mem-
ory cells increase density in NAND flash, it also reduces the current for read operation.
Reading a single memory cell requires being able to read other cells in the same bit line,
therefore a NAND flash memory cannot provide fast random access and is usually em-
ployed as a serial memory. The elementary structure of the NAND cell (or floating TOR
for NOR flash cell) is based on that of a Complementary Metal Oxide Semiconductor
transistor (Figure 2.20) but is not CMOS. The difference is that a trapping layer, called
a floating gate, is added to the grid stack.
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Figure 2.20: NAND Flash Logic Cell

This floating gate is isolated from the control gate and the substrate by two oxides:
the tunnel oxide and the interpoly oxide, also known as control oxide. The floating gate
is charged with electrons when a sufficient electric field is applied between the substrate
and the floating gate. The application of the Gauss theorem to the floating gate makes
it possible to establish the floating gate voltage (Equation 2.31), [Morancho, 2004]:

Vie = Qrc n Crp Ve
F Cip+Cryn+Cp+Cs  Cip+Crun +Cp + Cg
Cp Cs
+ Vp + V.
Crip+Cryn +Cp +Cyg b Cip+Crun +Cp +Cyg S
n Crun Ve — Qrc + CipVa +CpVp + CsVs + CrunVi
Cip+ Crun +Cp +Cs B Crp+Crun +Cp +Cg

(2.31)

with Qrqa the load stored in the floating gate and Crp the capacity between the floating

gate and the control gate.

This electric charge interacts with the potential applied to the control gate during
reading and causes the threshold voltage to shift to positive voltages (Figure 2.21,
[Bez et al., 2003], Equation 2.32):

Vi = ——— (2.32)
To read a cell, a voltage is applied to the control gate and the current flow from the

source is probed. If there is no current, this means that the floating gate is loaded (0).

If there is a current, the floating gate is not loaded (1).
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Figure 2.21: NAND: Floating-Gate MOSFET Reading Operation

To write a cell, a high voltage is applied to the control gate and electrons move from

the silicon substrate to the floating gate. This process is called tunneling as the electrons

“tunnel” through the oxide insulator to reach the floating gate.

To erase a NAND cell, a high voltage is applied to the silicon substrate and the electrons
move from the floating gate to the silicon substrate. This uses the same tunneling process
as the writing process. We have just seen that the elementary cell of the NAND can

handle two voltage levels (0 and 1). We note that manufacturers are now able to store

several bits in the same cell. [Bez et al., 2003] (Figure 2.22).
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Figure 2.22: SLC, MLC and TLC Memories Levels

They are able to manipulate the load stored in the @ pg floating gate and thus modify

the Vth voltage on several levels.

Thus, the MLC memories [Kanda et al., 2008] support several voltage levels, which
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makes it possible to store four different values (8 values in the case of the TLC memory
[Ho, 2005]). TLC memory was used on Apple 64 GB iPhone 6 and 128 GB iPhone 6

Plus models.

We have just seen that the nMOS/pMOS transistors are the fundamental element on
which the basic electronic structure is based. Elemental logic structures are then used
to produce more complex electronic circuits. We will now present the manufacturing
process of microchips and show how millions of transistors can be miniaturised enough

to be implanted in modern microchips.

2.3 Chip Memory Manufacturing Process

The starting point for the manufacture of microchips is a pure piece of silicon extracted
from sand by reduction. To obtain pure silicon with a perfect monocrystalline structure,
the piece (polysilicon) obtained by reduction is heated to 1420 °C in an argon-gas-purged
hermetic furnace in order to remove any residual traces of air ([Feigelson, 2004]). The
molten silicon is then processed in a crucible using the Czochralski process ([Czochralski, 1918]).
The block is then cut (wire saw) into 1 mm slices, called wafers, with a diameter up to
300 mm (Figure 2.23).

Figure 2.23: From a Piece of Silicon to Wafer

Since the wafer must have a perfectly flat structure, the micro-marks left during cutting
are reduced by a mechanical and then chemical lapping process. The entire manufacturing
process of an electronic component is carried out in a clean room with a strictly controlled
environment (humidity, light, dust, temperature) in order to avoid any particle and light
contamination that would seriously harm the components. In the clean room the air
is constantly renewed and filtered. The room contains 2 million times less dust than
outside air. At the chip scale, a tiny grain of dust represents a potential barrier that
blocks the paths dedicated to the circulation of the electrons that transmit the signal

and the information.

Once the blank wafer is obtained, in order to give it the function of an electronic
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circuit, doped areas, oxide zones and contact zones (electrical conductor) must be added
to the wafer to create the elementary cells, transistors (Section 2.1.2) and thus complex
electronic circuits (Section 2.1.2.5). The general manufacturing process (transistors) of
electronic chips on silicon is called photolithography. The different regions are etched
directly on the base silicon support, adding dopants, depositing metal (aluminium or

copper) and oxide (insulator).

The lithography (Figure 2.24) consists of the miniaturisation of an electronic circuit
and its micrometric printing on the wafer of silicon. The wafer is coated with a photo-

sensitive chemical varnish which hardens when in contact with ultraviolet light (coating).
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Figure 2.24: Principle of Lithography

In a darkroom, a light ray (UV for photolithography) is focused on the image of the
circuits before passing through a miniaturisation lens before reaching the varnished wafer.
Electron-beam (e-beam) lithography writes directly without mask involved. This step is

called ”exposure.

The exposure to light causes a chemical change that eliminates the photoresist with a
special solution called “developer”. Positive photoresist, the most common type, becomes
soluble in the developer when exposed; with negative photoresist, the unexposed regions

are soluble in the developer.

Then, in the etching process, the chemical agent removes the top layer of the substrate
in the areas that are not protected by photoresist. Once a photoresist is no longer needed,
it must be removed from the substrate. This usually requires a liquid “resist stripper”,

which chemically alters the resistance so that it no longer adheres to the substrate.

The wafer preserves, on its first level, the drawing of the circuit exactly as a developed

photograph. The successive layers are then produced by stacking an electronic circuit
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pattern (Figure 2.25). Each design consists of an assembly of insulators, doped semicon-
ductors and conductive parts. In total, there are more than 2,000 operations involved in

creating a microchip.
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Figure 2.25: Metalisation

The resolution R of the photolithography is given by the Rayleigh equation (Equation
2.33):

A
R=—-k— 2.33
V. (2.33)
where A is the wavelength of the exposure light, k1 is a constant determined by the
parameters of the optical elements used, the mask type, and N4 is the numerical aperture

of the lens.

Thus, for UV sources using KrF (krypton fluoride laser) the spacial output is about 250
nm. For sources using ArF (argon fluoride) the resolution is about 190 nm. Researchers
[Stulen and Sweeney, 1999] also have developed Extreme Ultra Violet (EUV). The EUV
light is not emitted by the laser, but rather by a tin or xenon plasma which is excited by an
excimer laser (allowing a 13.5 nm EUV source). This technique allowed the development
of the technological node of 28 nm [Planes et al., 2012], 14 nm [Liu et al., 2013], 10 nm
[Boeuf, 2017] and 7 nm in 2016 [Ha et al., 2017]. In June 2016, IBM announced the

development of this new technique on its latest generation chips !.

Electron beam lithography is a maskless lithography technique (MLL) that operates
with an electron beam [Carley, 1973]. The patterns are drawn directly using the electron
beam that scans the resin deposited on the wafer. This lithography, however, is a slow
technique and low yield, but very flexible compared to the geometry of the exposed
patterns. Due to its low efficiency, electron beam lithography is hardly used in industrial

production but common in university research or for fixing errors.

The wavelength associated with electrons depends on the energy at which they are

"https://www.ibm.com/blogs/research/2016/12/advancing-toward-7nm/
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accelerated. For an electron acceleration at 50 kV, A = 0.0248 nm and at 100 kV,
A =0.0124 nm. As a result of the electron—matter interactions, the practical resolution
of electron beam lithography is not determined by the size of the electron beam, but by

the widening of the beam in the electron-sensitive resin.

The finished piece of silicon is then assembled and connected via gold wires called

bonding wires (Figure 2.26).

Figure 2.26: Internal Chip Package

Thus, after bonding of the silicon to the contact pins, the component is encapsulated

in an insulating epoxy resin.

There are several types of packages (Figure 2.27). Among the main ones found in the
forensic area we have: Ball Grid Array (BGA), Land Grid Array (LGA), Small Outline
Package (SOP), Thin Small Outline Package (TSOP), Dual Inline Package (DIP), Thin
Quad Flat Package (TQFP), Small-Outline Integrated Circuit (SOIC), Pin Grid Array
Package (PGA), Plastic Small-Outline Package (PSOP), Quad-Flat No-leads (QFN),
Micro-Lead Frame (MLF), and Plastic Leaded Chip Carrier (PLCC).

o

Figure 2.27: External Chip Packages
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Once the component is packaged, the memory (or CPU) chip’s manufacturing process
is complete. The component is finally soldered to the Printed Circuit Board (PCB). It
is the assembly of several types of components on multi-layer PCBs that allows major
technological developments in the field of modern electronics (mobile phone, GPS, etc.).
Among the main components can be found: memories, processors, capacitors and resis-
tors. There are also specific components such as crypto-components, baseband processor,
NFC chip, MP3 chip, barometric pressure sensor chip, display power chip, etc. If the
example of the iPhone 7 is taken (Figure 2.28), this phone is an assembly of several

hundred components that all have a special role.

Figure 2.28: Assembly of Electronic Components (A10 CPU, baseband, and capacitors)
on the Multi-Layer PCB of the iPhone 7

Most of the components are millimetric and assembled on the PCB by a specific process
for each component. The malfunction of one of these components often leads to a fatal

error of the major functions of the phone.

The miniaturisation of these components is the key point of current performance, with
the assembly of a large number of components on a single electronic card. It will be seen
in the thesis that this miniaturisation and the precision of the components’ assembly on

the PCB make the investigator’s work more and more challenging.
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Forensic Investigators Facing Data Recovery From
Mobile Phones

When a forensic investigator wants to analyse a mobile phone, he must first, even
before handling the phone, consider what information he needs for his investigations:
call log, deleted data, GPS locations, emails, email headers, file system, text messages
(SMS), phonebook, pictures, EXIF data on images, Wi-Fi networks, hidden files, mul-
timedia content, multimedia messaging service, web history, space analysis allocated or

not allocated, etc.

Thus, based on their needs, their knowledge of the mobile phone and the equipment
they have, investigators can carry out different types of extractions that give him access

to different levels of information [Brothers, 2009].

3.1 Traditional Forensic Techniques Used to Extract Data

from Undamaged Mobile Devices
Forensic investigators consider [Ayers et al., 2014] three types of extraction (manual,
logical and physical) corresponding to five abstraction levels (Figure 3.1):
e Manual extraction as level 1.
e Logical extraction as level 2.
e Physical extraction as levels from 3 to 5:

— Physical extraction using hex-dumping/JTAG as level 3.
— Physical extraction using chip-off/chip-on and memory read as level 4.

— Physical extraction using micro-read as level 5 [Brothers, 2009].
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E— 5-Physical-Extraction:
Micro-Read (SEM/FIB)
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Chip-off/Chip-on
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Hex Dumping/JTAG
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Figure 3.1: Mobile Phone Extraction Levels: Ranked by Difficulty Levels

It should be added that the higher the level of extraction, the higher the cost of the
materials required for the extraction process, the more invasive the technique will be, and
the more specialised the forensic investigator will need to be. The choice of extraction
level is part of the investigator’s expertise. He will have to adjust his action according
to the information he has to extract, the time he has, and the financial cost of the

intervention.

3.1.1 Manual Extraction

In many cases encountered by investigators, manual extraction is the only possible
extraction technique. This technique consists of making copies of the phone screen when
investigators manually investigate the phone (using the keyboard or touchscreen). The
extraction level 1 allows forensic investigators to capture only images and videos of the
mobile phone screen or manual copying of phone information. They often use manual
devices (digital camera) or hardware devices specially developed by private companies:
Eclipse! (Figure 3.2), ZRT?, UFED cam?®, XRY cam?, etc.

1http ://www.teeltech.com/mobile-device-forensic-tools/eclipse-3-pro-kit/
2http ://www.fernico.com/ZRT3. aspx

3http ://www.cellebrite.com/Pages/ufed-camera

4https ://www.msab.com/products/xry/xry-camera/
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INVESTIGATOR

Figure 3.2: Eclipse 3 Pro Kit

This method can, however, be time consuming if the investigators have to photograph

each SMS, each email, each picture, each contact, etc.

This technique is also difficult to apply when the phone screen is damaged (visualisa-
tion, touchscreen) or when certain keyboard keys are not functioning or defective. This
level of extraction is, however, very often used in surveys conducted on the latest gener-
ations of secure mobile phones (BlackBerry, Apple, Samsung, etc.). The mobile phone’s
internal security policy (Figure 3.3) does not allow the investigator to connect the phone

to an external device or scan with a computer.

Détails de la stratégie informatique

le micro est activé:

Désactiver GPS:

Sauvegarde Desktop:

Niveau de sécurité minimal de la base de
clés de cryptage: Eleve

Niveau de sécurité minimal de la base de

Figure 3.3: BlackBerry PGP Security Policy: Backup Unauthorised

On this kind of secured phone, by changing any of the security settings, an overall
memory erase will occur. The investigator then has no other alternative but to perform

a manual extraction. In some cases, forensic investigators must also act in emergency
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conditions in order to retrieve the mobile phone’s latest data in cases of a missing person,
a terrorist attack, or an air crash. In complex cases, such as a crime scene with Chemi-
cal, Biological, Radiological and Nuclear (CBRN) risks, the investigators cannot remove

the electronic object from a restricted perimeter because it is considered contaminated

(Figure 3.4).
] ENDARMER! _ P ﬂ

Figure 3.4: TRCGN’s Investigators Act in CBRN Emergency Conditions

This is why investigators often use manual extraction directly at the crime scene with
their CBRN protective equipment. Thus, except in the cases mentioned above, the
manual extraction technique is also time-consuming and does not recover the phone’s
deleted data, locked devices (unknown password, locking path, fingerprint lock, locking
by iris or facial recognition), or data from a damaged phone. However, manual extraction

is often used to verify and validate other types of extraction (automatic extractions, etc.).

3.1.2 Logical Extraction

Logical extraction [Kim et al., 2007] allows investigators to find visible elements via
the file system: call logs, short message services, contacts, application data, the phone’s
International Mobile Equipment Identity (IMEI), images, multimedia messaging services,

videos and audio files.

The investigator needs to know the phone model, as well as the Operating System
(OS) version, because this information directly determines the correct connection to be

used for the logical extraction: Universal Serial Bus (USB) connection, serial protocols,
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Bluetooth protocols, Application Programming Interface (API), proprietary commands,

etc.

Logical extraction usually consists of an extraction performed by API. The investigator
therefore uses logical protocols between the mobile phone and the analysis computer.
Thus, by sending API commands or client/server architecture commands, the investigator
communicates directly with the mobile device’s operating system. However, he is only
able to request the data extraction that is accessible through the operating system (Figure
3.5). Forensic investigators can also set the mobile phone in “diagnostic mode” and have
direct access to the file system (example: Embedded File System, EFS). Data are finally

recovered using the specific manufacturer’s protocols.

Figure 3.5: Logical Extraction Communication Concept

Communication via the operating system is not able to extract erased files, which a
have a lower level of information. As is often the case when a criminal has consulted
child-pornographic or terrorist websites, the investigator just needs to prove the presence
of files (photos, videos, website consultation history) on the mobile phone. In this case,
the logical extraction is sufficient when the investigator finds proof during the logical
analysis. If he does not succeed in finding a visible file, then he must use physical
extraction to see if deleted files are present. Moreover, we notice here the importance of
a communication channel with the file system. Thus, when this communication is not
possible, like damaged mobile phones (memory, CPU, PCB or output ports), the logical

extraction is not possible.

3.2 Physical Extraction

Physical extraction is a very low-level copy of all the binary data physically present

on the mobile phone’s silicon flash memory. As discussed in chapter 2, transistors use

46



Chapter 3. Forensic Investigators Facing Data Recovery From Mobile Phones

elementary cells to store binary information. Physical extraction is an electronic reading
of the state of all the elementary memory cells. Thus, unlike a logical extraction, the
physical extraction allows the investigator to collect all the information still physically
present in the flash memory. It is precisely for this reason that this extraction mode
is suited to recover the user’s deleted data. Indeed, this deleted data is still physically
present in the flash memory unallocated space, but was deleted by the system file. This

is the crucial difference with logical extraction that is focused on the allocated space.

As long as the system does not decide to rewrite some data to the location of this
deleted file (section 3.2.1), the data is always physically present and recoverable during
physical extraction. Data carving can be applied directly to the physical dump. There-
fore, to search for a deleted file, the investigator needs to create a script, in python or
other programming language, to search all headers and footers corresponding to the file
he wants to retrieve (Appendix B). To find a JPEG picture by carving it, he just needs
to look for the header 0xffd8 and the footer 0xffd9 (Figure 3.6).

Sector 901  Sector 902 Sector 903  Sector 904  Sector 905  Sector 906
OxffdB...

...0xHd9

Figure 3.6: Blocks of Raw Data That Can Be Carved to Find a JPEG Picture in Sectors
902 to 905 [Brian, 2005]

Physical extraction is suitable to find SMS, contacts, call logs, application data, files,
hidden files, deleted data, and to recover the lock code. To analyse a mobile phone
in good working order [Van Der Knijff, 2002], the forensic investigators first create a

physical forensic memory dump and then extract data.

In most cases, mobile phones are connected to the private companies’ devices (Cellebrite,
Micro Systemation, etc.) via a USB cable connection [Hoog, 2011], which communicates
with the phone to physically extract its data [Ayers et al., 2007] bit by bit. For this
reason, forensic investigators often use devices (software suites and hardware) specially
developed by private companies, like Cellebrite UFED®, Micro Systemation XRY®, and
Oxygen Forensic Suite’, etc. In the case where manufactured equipment does not support

the mobile phone, forensic investigators may:

e Develop their own programs or communication protocols (requires development,

extremely time-consuming process).

5ht‘cp ://www.cellebrite.com/Mobile-Forensics/Applications/ufed-physical-analyzer
6h'c'cps ://www.msab.com/products/xry/xry-physical/
7https ://www.oxygen-forensic.com/en/
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Physically extract data using flasher-boxes/boot-loader/JTAG (level 3).

Physically extract data using chip-off/lapping and memory reading (level 4).

Physically extract data using chip-on/micro-probing and memory reading (level 4).

Physically extract data using micro-reading (level 5).

Before going into the details of the different types of physical extraction, it is neces-
sary to understand the read, write and erasing mechanism operations present in flash
memories. Understanding these mechanisms allows the investigator to select the most
appropriate extraction method based on the type and overall condition of the phone

“sealed” as evidence.

3.2.1 Flash Memory Management Mechanisms

From an elementary point of view (Figure 3.7), NAND flash is organised in blocks.
The block is the smallest erase unit. Each block is itself divided into pages which is the

smallest unit of writing and reading.

controller 1 block 1 page

\
<: :> N
N

<— 1 chunk

1

data  spares

NAND flash memory
Figure 3.7: Elementary Organisation of a Flash Memory

During the reading or writing on the transistors (section 2.2.1), some bits may be
physically erroneous. To counterbalance this, the memories integrate a verification/check
algorithm that produces a sort of ECC value for each accessed page (Figure 3.8): the

value is then stored in the spare area.
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Figure 3.8: Transistor Organisation of a Flash Memory

This is actually a data control space that is stored on a page extension. The paper
of [Fiorillo, 2009] describes the composition of this space. This control data allows the
management of errors and their correction. This system of identification, control, and
correction of errors makes for the strength of management mechanisms on flash memories.
This system makes flash memories a robust technology with the ability to identify and

counterbalance transistors’ errors in read and write modes.

Flash memories use another algorithm called wear leveling (Figure 3.1), enabling the
controller to erase as little as possible from each block, writing the new data in priority
over the empty blocks that are least used [Regnery and Souvignet, 2013]. Thus, wear
leveling is a technique for prolonging the memories’ period of use and there are several
wear leveling mechanisms that offer different levels of longevity improvement in such flash

memory.

The wear leveling is based on the number of erases of each block with an incremented
counter mechanism. In the example presented in Table 3.1, five blocks are filled with
data. Blocks A and B that we want to delete are actually marked as invalid by the

system.
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Table 3.1: Wear Leveling in Flash Memories

The blocks are not systematically released in order to preserve the life of the flash
memories. Thus, without wear leveling, the new pages (F and G) are written in the first
available blocks, in place of the old pages (A and B). But with wear leveling, the first
two blocks are marked as having been used once already. Therefore, the new pages are

written in the first blocks that have the lowest usage counter.

In the presence of wear leveling, when a block needs to be modified, the controller
copies it with the data modified elsewhere in the memory and connects this new physical

address to the logical address; the previous block is marked as invalid.

The physical deletion of a block, which is marked as invalid, does not systematically
preserve the flash memory’s life. The data changes on phones is constant for every use
and manufactures have therefore introduced new mathematical mechanisms to increase
the life of flash memories. Without this kind of preservation mechanism, the lifetime
of memories would be much shorter and would lose all advantage in their use in mobile

phones, GPS, and computers.

Thus, in addition to the mechanism of wear leveling in flash memories technology, a
mechanism called garbage collector is responsible for managing the free space (Table
3.2, [Regnery and Souvignet, 2013]). Its role is to be able to determine which space can

no longer be used by the program and then recover the space used.
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Table 3.2: Garbage Collector in Flash Memories

If a block contains pages which are marked as invalid, the algorithm moves the valid
pages to another block, and then clears the first one. It uses an accessibility criterion to
determine if an object can potentially be used. Thus, an accessible object can be obtained
by following a chain of pointers or references. This mechanism is very complex and must
find a fair balance so the block is not erased as soon as a page is invalid. Previously, we
have seen that to delete data physically, the released blocks must be marked as invalid,

so that the garbage collector actually performs the erase operation.

But when the user deletes data via its file system, this mechanism is not automat-
ically triggered because only the entries in the allocation tables are modified. This is
the substantial difference between a logical extraction and a physical extraction. The
investigator is able to recover data still physically present on the silicon chip. When the
flash translation layer is under the care of the host file system, the logic is external to the
NAND, and the flash is said to be a raw NAND (Figure 3.9). On the other hand, when
the flash translation layer (FTL) logic and management mechanisms (Error Correction
Code (ECC), Garbage Collector, and Wear Leveling) are embedded, then the flash is
said to be a managed NAND.

We show in chapter 5 a particular type of managed NAND memory whose management
mechanism is managed by an internal controller (eMMC). This kind of memory is found

in most modern mobile phones. We cannot be exhaustive, but the main ones can be
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Figure 3.9: Managed NAND vs Raw NAND

found in the following models: BlackBerry (Q10, Z10, Z30, 9900, 9790, 9720), iPhone
(5/5¢/5s/6/6Plus/6s/6sPlus), Samsung (Galaxy S5 SM-G900f, Core prime), LG Nexus
5, Sony Xperia, Motorola GXT1032, HTC (Desire C, One SV, Windows Phone 8S), etc.

3.2.2 Physical Extraction Using Flasher-Boxes/Boot-Loader/JTAG
Physical extraction by flasher boxes, boot loader and JTAG is an area that is of great

interest to private companies because it constitutes a real technical challenge that allows

highlighting the companies’ technical capabilities.

3.2.2.1 Physical Extraction Using Mobile Phone Flasher Boxes
Mobile phone manufacturers first used flasher boxes for software updates and diagnos-

tics. But they can also be illegally used, for example to change the IMEI number of a

mobile phone devices.
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In this thesis, we use them to acquire a full physical copy of the mobile phone’s
memory [Breeuwsma et al., 2007, Jonkers, 2010]. Therefore, they can be used to update
the internal software that is stored in the phone’s memory (firmware). The flasher box
is mostly connected, on the one hand, to a PC via a USB connection, and on the other
hand, to the mobile phone via a special cable specially designed for the mobile phone

model.

The cables are generally pins that contact the mobile phone’s service ports through the
Joint Test Action Group (JTAG) connection, the Mbus/Fbus connections or Ethernet
RJ45.

The flasher box will, therefore, put the phone’s operating system in a special diagnostic
mode. Then it sends a request to the mobile phone memory address. And finally, the
mobile phone responds by giving the binary data, called the physical memory dump
(Figure 3.10).

Specific
Protocols_

Figure 3.10: Flasher Box Communication

The main problem with flasher boxes is that the forensic investigator has no guarantee
of the good forensic conditions of use (change of memory data, data written to the phone’s

memory chip, etc.)

3.2.2.2 Physical Extraction Using a Boot Loader

Physical acquisition techniques using a boot loader must execute a code on the target
mobile phone [Guido et al., 2016]. The process consists of pushing a boot loader into the

mobile phone, then dump its memory and finally analysing the physical memory dump.

With commercial toolkits, data is typically sent through a USB interface that is con-
nected to the investigator’s computer. Unfortunately, this uploaded program can be
written in the memory where data are stored. As a result, the data may change during

the download process.
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Manufacturers promote the forensic use of their equipment. However, the investigator
should be suspicious and always keep in mind that modifying the data in the phone’s

memory is a possible step when it injects the boot loader.

3.2.2.3 Physical Extraction Using Joint Test Action Group (JTAG)

The JTAG protocol and interfaces are normally used to test and debug embedded
systems. They can also be used to access flash memory [Breeuwsma, 2006]. When
manufacturing and assembling components on the PCB, the manufacturers use the JTAG
communication to verify the correct process at each assembly step of the functioning of

electronic components and soldering quality.

Investigators use the JTAG to communicate directly with the processor and get an
entire physical image of the flash memory. The IEEE 1149.1 standard defines the JTAG
protocol: “Standard Test Access Port and Boundary-Scan Architecture” [Maunder, 1993].

Most JTAG enabled processors to offer a debug mode, and the forensic investigator
can use specialised flashing tools (RIFF Box®, Octoplus?, Medusa Box'?, etc.) designed
for phone repair. Such flashing tools use the JTAG interface for their work and send
instructions to the flash memory to perform a physical dump of all the data present on
the flash.

The JTAG specification 1149.1 requires five signals: TCK for Test Clock, TMS for
Test Mode Select, TDI for Test Data-In, TDO for Test Data-Out and an optional TRST
for Test Reset.

These four signals are collectively known as the Test Access Port (TAP). Therefore,
the IEEE standard defines a 16-state machine (Table 3.3) called the TAP controller that

controls several actions.

8http://www.riffbox.org/
“http://octoplusbox.com/
Onttp://medusabox. com/
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Table 3.3: 16-State Machine: JTAG IEEE [Maunder, 1993]

The limitation of this technique is that the TAPs of the JTAG are often deactivated
at the end of the assembly process, directly by the manufacturer and investigators are
not able to reconnect them. The JTAG then becomes an unusable method, and the

investigator must then desolder the flash memory.

3.2.3 Physical Extraction Using Chip-off Methods: Unsoldering/Lap-
ping and Memory Reading

The chip-off can refer to two complementary techniques:

e The first consists of extracting the components by unsoldering and then a physical

reading.

e The second involves the extraction of the components by the lapping technique and

then their physical reading.

3.2.3.1 Unsoldering Technique

If extraction by the JTAG interface is not possible, the Breeuwsma flash-desoldering

and reading technique must be used [Breeuwsma et al., 2007]. The investigator uses a
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reworking station to perform this technical operation (Figure 3.11).

Figure 3.11: IRCGN’s Reworking Station

An infrared beam or a hot air gun heats the top of the component to be desoldered. The
temperature is controlled at the same time by an infrared thermometer. Simultaneously,
the PCB is also heated by a joule effect grid. The temperature of the PCB is followed in

real time by another thermocouple (Figure 3.12).

Figure 3.12: Memory Being Heated Before Being Unsoldered

This system of double heating makes it possible to minimise the too-sudden tem-
perature gradient, which would result in fracturing the electronic component and thus
destroying it. Thus, the infrared beam makes it possible to add a small temperature gra-
dient that is sufficient to bring the solder balls to the liquefaction temperature. A vacuum
pump then creates a uniform mechanical motion on the component, which terminates
the desoldering process. As we will see in chapter 4, the curves of the rise in temperature
are not a random process and must be optimised. Thus the entire desoldering process is

computer-assisted and follows a process well defined by the investigator.

Unfortunately, the desoldering of the memory component is often a delicate step be-

cause traditional components use high-temperature soldering balls and underfill mate-
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rials. This applies a significant thermal stress to the electronic component. Thus, in
the latest generation of mobile phones, this technique quickly reached its limits. This
thermal stress can lead to data changes, deletion, or even the destruction of the mo-
bile phone memory. The liquefaction temperatures of the soldering depend to a large
extent on the alloys used to solder the component. Thus, as we will see in chapter
4, bismuth-based alloys have a liquefaction temperature of 138 °C, compared to 212°C
for 91.845n-3.33Ag—4.83Bi alloy, 205°C for 86.4Sn-5.1Ag—8.5Au alloy and 183°C for
63Sn-37Pb alloy [Vianco et al., 2004].

In the new generation of mobile phone or GPS, the manufacturers add, in addition
to the soldering, a thermal glue which further increases the desoldering temperature
to 300°C for the low-temperature underfilling and to 400 °C for the high-temperature
underfilling. We will study in more detail in chapters 5 and 7 this type of thermal
adhesive and develop innovative solutions. Thus, the desoldering technique is limited
when the memory is bonded with thermal adhesive. Indeed, the memory component
would have to be brought to 400°C in order to be desoldered, which is a risk that the

investigators must be aware of.

3.2.3.2 Lapping Technique

The techniques using the reworking station cannot be used for components that do
not withstand the temperature rise. This is generally the case for components already
weakened, such as after an air crash or an explosion (terrorist attack). Lapping techniques

are therefore a complementary technique to desoldering, but take longer to implement.

The lapping technique (Figure 3.13) is a technique in which the PCB is first cut
mechanically around the component to be extracted (Figure 3.13a). Next, it is glued
with an adhesive onto a perfectly flat metallic support (Figure 3.13b). The different
layers constituting the PCB are then sanded manually (Figure 3.13c) and removed one
by one (Figures 3.13d to 3.13g). Finally, once the last layer is removed, the component

is cleaned using a soldering iron and flux remover (Figure 3.13h).
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—

(a) BlackBerry PCB cutting (b) CPU before lapping

(c) Manual lapping (d) 3 minutes’ lapping

(e) 6 minutes’ lapping (f) 9 minutes’ lapping

(g) 12 minutes’ lapping (h) CPU cleaning after 15 minutes

Figure 3.13: Lapping Process Steps

Unfortunately, with some encrypted mobile phones, the investigator has to re-solder
the components (for example after password extraction and brute force attacks) and to

turn on the phone to decrypt the memory by the processor’s hardware key.
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Thus, he must use the processor encryption key to decrypt the memory’s data by
soldering memory and processors on a donor board (Section 3.4). Unfortunately, on the
new mobile phones, these two elements generally face each other, which prevents the use
of the lapping technique because it would require destroying one or the other components
(Figure 3.14).

s

Figure 3.14: BlackBerry Z10: Lapping Method Unusable

This principle will be presented in more details in chapter 5 and the techniques devel-

oped during this thesis to solve this problem will be explained.

3.2.3.3 Memory Reader

We have just presented two memory extraction techniques: desoldering with a rework-
ing station and lapping. Once the memory component is removed, the investigator uses
a specialised component reader to extract the data physically (Figure 3.15), or a forensic
reader (Memory Toolkit MTK II). For this forensic operation to be carried out under
these conditions, the investigator uses a forensic bridge that is located between the anal-
ysis computer and the electronic component reader. Thus, the analysis computer leaves
no trace on the memory to be analysed which guarantees data integrity on a phone which

is “sealed” for investigation.
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Figure 3.15: eMMC and TSOP Memory Adapters

In some cases, investigators do not have readers that can directly read the proprietary
memory communication protocol. Nonetheless, they can use a homemade reading mode
“wire-to-wire”, in which they instantly create wire junctions on the BGA balls of the

communication protocol (Figure 3.16).

Figure 3.16: Wire-to-Wire Method on eMMC Controller Via Secure Digital Protocol

After making the wire-to-wire connection, we used in this thesis the memory’s specific
protocol to retrieve binary data. If we take the example of memory using an inter-
nal eMMC controller, then we can read the 8 bits of the data bus by sending reading
instructions via the Secure Digital protocol (Figure 3.17). We will study this type of

communication protocol in more detail in chapter 5.

60



Chapter 3. Forensic Investigators Facing Data Recovery From Mobile Phones

from

host

card
to card (— to host

CMD

DATO-7 - - -

from data from card
to host

stop command
stops data transfer

command |" response

command ‘_| response }

-------------- ’ data block ‘crc | - ’ data block ‘crc‘- - ‘ data block |crc} T

block read operation

Jata stop operation

Figure 3.17: eMMC 8 Bits Read Operation Using Wire to Wire Method [JEDEC, 2010]

The forensic investigators can also use an FPGA to read the memory in the proprietary

communication protocol. The FPGA therefore constitutes a universal component reader

programmable by the investigators (Figure 3.18).

Figure 3.18: IRCGN’s FPGA Reader: NFI Memory Toolkit II

This technique is a method for coupling a hardware part and a software part. The

first is the junction between the electric microwires and the communication BGA balls

or using the proprietary connections. The second one constitutes the programming part
of the FPGA (Verilog, VHDL) using the memory’s communication protocols (Figure

3.191h).

Yhttps://www.forensischinstituut.nl/
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Figure 3.19: Schematic of the NFI Memory Toolkit 11
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In chapter 5 we will add a platform for man-in-the-middle attacks using the oscilloscope

and logic analyser for spying.

3.2.4 Physical Extraction Using Chip-On: Acid/Laser Attack and Mem-
ory Reading by Micro-Probing

3.2.4.1 Chip-On Method: Acid Attack and Memory Reading by Micro-
Probing

Just like laser—-matter interactions, which will be presented in the next section, acid
attacks for forensic applications aim at removing the encapsulation box from the chip to

reveal the silicon chip’s memory (Figure 3.20, [Kerisit et al., 2014b]).

Figure 3.20: Silicon Chip After Acid Attack

The chip’s insulating box is composed primarily of epoxy resin and other elements,
which are mainly glass beads, alumina beads (Al203), boron nitride (BN ), or aluminium
nitride (AIN). The acids that we used in this thesis had to remove the insulating box

without damaging the rest of the chip (the silicon chip’s memory, bonding wires, etc.).
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The different acid mixtures allowed us to be selective about the elements to be removed.
Thus, we see in section 3.2.5 that some specific acid mixtures permit us to carry out nano-
lapping on the silicon’s elements. Thus, via a Scanning Electron Microscope (SEM), the

acids make it possible to read the primary states of the transistors of the memory.

For now, we are interested in acid mixtures that eliminate the insulation box without
damaging the rest of the chip. In this thesis, we open the insulating boxes with a mixture
of fuming nitric acid with a 100% concentration (3 volumes) and sulphuric acid with a
100% concentration (1 volume). The whole is heated to 90 °C with an attack time that

depends on the amount of resin to be removed (Figure 3.21).

Fuming Nitric Acid SulphuricAcid
O O~

— !
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e

Figure 3.21: Nitric Acid and Sulphuric Acid Molecular Patterns

For an eMMC packaging, an attack of 3 times 1 minute is carried out on the insula-
tion box. A study of the fundamental chemical reactions shows that fuming nitric acid
corrodes copper by:

4HNO; 4+ Cu — Cu(NOy), + 2H,0 + 2NO,

and sulphuric acid attacks aluminum by:

3H,SO, + 2A1 — Al,(SO,) + 2H,

Nitric acid reacts differently from sulphuric acid with metals because of the oxidising
properties of the NOg3 radical. Thus, HNOj reacting with a metal will never give rise to
hydrogen Ho. Conversely, nitric acid creates a passivation layer on aluminium:

This equation shows the creation of an aluminium nitrate protective layer. In the same
way, sulphuric acid protects copper with a layer of copper sulphate:

Cu + 2H,50, — CuSO, + SO, + 2H,0
By mixing the two acids, it is then possible to take advantage of both by removing the

resin while protecting the copper and aluminium which are present in the components
(Figure 3.22).
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Figure 3.22: Memory Chip After Acid Attack

3.2.4.2 Chip-On Method: Ablation Laser and Memory Reading by Micro-
Probing

We start this section by recalling the theory of the spatio-temporal laser radiation abla-

tion, and then discuss the fundamental equations characterising laser—matter interactions.
Laser—Matter Interaction

We now present the theoretical behaviour of the laser—-matter interaction and show

how the energy deposited on the material is dependent on the target material.

Following the work of Albert Einstein and Louis de Broglie, scientific theories gave
to all objects a double nature of wave and corpuscle: light is both an undulating phe-
nomenon represented by an electromagnetic wave with a wavelength, and a corpuscular
phenomenon, as evidenced by the elementary particles of photons of quantum physics
[Ngo, 2005].

The ablation of materials by photons in the 1064 nm infrared domain is a thermal

process in which absorption of the photon by the target material results in temperature
rise and heat diffusion (Figure 3.23).
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Figure 3.23: Silicon Memory Chip After Laser Attack

Some of the material is ejected as vapour or fragments of matter. After the laser
pulse, the material begins to cool and the material recombines. The spatial and temporal

evolution of temperature is described by the equation of heat (Equation 3.1).

oI (x,y, z,t)

p(T)Cy(T) =5

—V(k(T)V(T(z,y,2,t)) = Q(z,y, 2,t) (3.1)

p is the material’s density, C), is the specific heat capacity of the material, x is the
thermal conductivity. T" and @) change as a function of the time ¢ during laser irradiation,

with the coefficient of the heat source (Equation 3.2).
Q(w,y,z,t) = (1 - R)I(Tv t)M(Z) (32)

R is the reflection coefficient at the air/material interface, I(r,t) is the spatial and
temporal profile of the laser pulse propagating along the z axis (Equation 3.4). M(z) is

the normalised energy deposition such that (Equation 3.3):

oo
/ M(z)dz =1 (3.3)
0
With w(z) the radius of the laser beam along the z axis and P the laser’s power, the
spatial intensity of the beam (Equation 3.4, Figures 3.24'2 and 3.25) is equal to:

—2.r2

I(r,z) = 5 e(w(z)z) (3.4)

12http ://wwu-1pl.univ-paris13.fr/pon/lumen/documents/Optique’,20des’20lasers_et%20faisceaux’,
20gaussiens.pdf
Bhttp://vliab.amrita.edu/?sub=1&brch=189&sim=342&cnt=1
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Figure 3.24: The Spatial Intensity of the Beam Along the Axis z of Propagation, With
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Figure 3.25: The Spatial Intensity of the Beam Along the Plane (x, y) Perpendicular to
the Axis of Propagation'?

In the case of a deposition of energy by a laser beam which follows the Beer—Lambert

law we obtain (Equation 3.5),

Q(x,y,z,t) = (1 — R)I(z,y,t)ae”** (3.5)
With « the absorption coefficient of the material. The absorption coefficient (Equa-
tion 3.6) is defined by the ratio between the absorbance A and the optical path L traveled

by electromagnetic radiation in a given medium,
a=— (3.6)

According to the Beer—Lambert law, the absorbance is additive (Equation 3.7). Thus,
for a solution containing several absorbing substances, the overall absorbance is the sum

of their absorbances. The Equation 3.7 is the key point of the technique developed in
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chapter 6. For n absorbent substances:

A= ZAi(a)\,i,l = lem, ¢) (3.7)

i=1
Laser IC Decapsulation

Theoretically we find that the maximum intensity is reached at the waist and at the
centre of the laser spot as shown in Figure 3.24 and Figure 3.25. Note that the theoretical

power given by the constructor, P corresponds to the intensity (I) integrated

constructor?

on the surface of the laser spot at the waist (Syaist)-

Pconstructor - / I~d5wa'ist (38)
0

Some studies [Kor et al., 2014] have shown the advantages and disadvantages of laser
de-focusing during decapsulation. The tests were performed by focusing at the local
waist. The laser we used!? in this thesis was a Nd:YAG laser, power 30 W adjustable
(P = 30 W) that operates at the 1064 nm fundamental wavelength (Figures 3.26

constructor ™

and 3.27).

Figure 3.26: IRCGN’s 1064 nm Laser

Note that there are other types of laser'® 16 that use the 532 nm second harmonic of
the Nd:YAG laser. We will see in this thesis why the use of this type of laser is interesting.

Indeed, depending on the application, these two types of lasers can be complementary.

14https ://www.controllaser.com/laser-machines/laser-semiconductor-decapsulation/
15h‘c‘cps ://www.controllaser.com/lasers/laser-semiconductor-decapsulation/falit-duo/
16http: //www.digit-concept.com/equipment/sesame-laser/
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There are also suppliers who promote lasers which can emit on the first and second

harmonics!?.

Figure 3.27: Ablation of Chip’s Package by 1064 nm Laser

Note that the laser attack is a rather selective technique that will attack only the
elements that absorb the wavelength of the laser. All other materials are insensitive. Since
gold and silicon consume very little of this wavelength and the materials constituting
the insulation layer absorb this wavelength a lot, the laser is an indispensable tool for

investigators (Figure 3.28).
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Figure 3.28: Memory Chip’s Bonding Wires Access After 1064 nm Laser Decapsulation

As we will see in chapter 6, the theoretical study of laser—matter interaction is very
significant in the development of an innovative method of advanced repair of an electronic

part (memories, processors and crypto-components).

Micro-Probing

17https ://www.rofin.com/en/products/lasers-for-marking/end-pumped-lasers/
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Once the open window is made (by acid or by laser), we can directly read the
information on the silicon. Micro-probing is used to create electrical access to a point
on the silicon matrix or the connecting bonding wires. To establish this micrometric

electrical contact, we use in this thesis a probing station (Figure 3.29):

Figure 3.29: Probing Station

Electrical contact is made by dropping micrometric needle probes directly onto the

silicon (the area on which the wire is soldered) (Figure 3.30) or on the bonding wires.

Figure 3.30: Needle Micro-Probe in Contact With Silicon Memory

In order for the needle probe to be precisely placed on the silicon matrix, each needle is
held by a micro-manipulator controlled by the investigator. All operations are performed
on an air cushion table to minimise vibration. The measurements of the voltage and
the current are then carried out by the electrical measuring instruments connected to
the needle probe by the micro-manipulator (oscilloscope, logic analyser, etc.), or to the

investigators’ homemade reader (Figure 3.31).
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Figure 3.31: SD Bus Reading on eMMC'’s Silicon Via Probing

3.2.5 Physical Extraction Using Micro-Read

The main idea of this method lies in 3 steps. The first step is Sample Preparation
that can either be carried out using a Focused Ion Beam (FIB), or using a polisher or
acids. The second step is Image Acquisition by using a Scanning Electron Microscope
(SEM) to view the memory’s state. Finally, the last step is Image Processing which
aims to transform the transistors’ images obtained with the SEM into binary data 0 and
1.

3.2.5.1 Sample Preparation by Focused Ion Beam

The Focused Ion Beam (FIB) performs ion etching by attacking a very localised area
of silicon (a few tens of micrometers) by means of a focused beam of ions. The ions,
usually gallium, which constitute the beam, are accelerated to an energy of 1 to 150 keV

and focused on the sample by electrostatic lenses (Figure 3.32).
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Figure 3.32: FIB-Matter Interactions [Ay et al., 2012]

When the energetic gallium ions reach the material, they eject atoms from the surface
of the material, thus removing atomic layers. The FIB can also produce localised deposits
of materials. By combining the etching and the deposition of material, it is then possible
to carry out circuit modifications [Volinsky et al., 2004]. This modification is likely to
modify an electronic structure by connecting or disconnecting specific tracks of the chip.
This specificity allows the detaching of the protective mechanisms on the silicon, such as

protective gratings.

3.2.5.2 Sample Preparation by Micro-Lapping and Reverse Engineering

To remove the different layers of the silicon chip for micro-reading [Brothers, 2009]
and reverse engineering, investigators can also use the micro-lapping method. The paper
from the University of Cambridge [Courbon et al., 2016] illustrates this principle and the
steps followed here (Figure 3.33):

Figure 3.33: Cambridge Lapping Machine [Courbon et al., 2016]
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3.2.5.3 Sample Preparation by Acid Attack

Finally, it is also possible to use different mixtures of acids. The chip is a juxtaposition
of metals (Al, Cu, Au), dielectrics (SiO2, Si3sN4) and the silicon substrate. To remove the
silicon oxide (dielectric), in this thesis we use hydrofluoric acid (HF') at 48% concentration

or diluted in ammonium fluoride (NH4F):

Si0, + 6HF —» H,(SiF,) + 2H,0

The acids needed to remove the metallisation layer depend on the metal. To remove
the aluminium, we use a mixture of HCl + H2SO4 or a mixture of HNO3 (to oxidise
the aluminium) and phosphoric acid (to dissolve AlpO3). To remove gold, we use KI/Iy

because gold and iodine form gold iodide via:
2Au+ 1, — 2Aul

The solubility of Aul is improved by adding KI to the solution. Therefore, to remove
the copper, we use fuming HNOs:

Finally, it may be advantageous to remove the silicon substrate to carry out a backside
attack.

3.2.5.4 Micro-Read Process

After the Sample Preparation step, the Image Acquisition step is performed by a

scanning electron microscope (Figure 3.34).
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Figure 3.34: Cambridge Os and 1s Memory Extraction Using Intensity Values Variation
[Courbon et al., 2016]

The advantage of this device is its high precision and the ability to observe the memory
states. Then, it is possible to read each transistor one by one (Image Processing) and

use an algorithm to automate the reading process.
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The layers of the memory chip are removed one by one with chemistry (or lapping or
FIB), and then the transistors are read using the SEM images. The step continues until

all memory cells are read or totally reverse engineered.

However, this technique is rarely used by investigators because it is destructive. It does
not allow for any errors and the memory reading can only be performed once. Therefore,

it does not allow for any counter-expertise.

This technique is very time-consuming and requires the use of FIB, SEM and complex
chemistry techniques. Thus, currently, this technique is used only on very rare occasions

and cannot be generalised to all judicial electronic investigations.

3.3 Traditional Forensic Techniques Used to Extract Data

from Damaged Mobile Devices

The mobile phone can be damaged in several ways, and the identification of the level
of damage is part of the expert’s work. In this thesis, we have set up a decision-diagram

to help the investigator to select the right extraction method (Figure 3.35).

His diagnosis is crucial for the recovery of information and for choosing the right
method that could recover the data. A diagnostic error could cause the permanent
destruction of the data. As shown in the diagram (Figure 3.35), depending on the type

of diagnosis, some extraction methods are preferable to others.

We will discuss in chapters 4, 5, 6 and 7 methods to push back the current limitations
of conventional extraction methods. But for now, we present our choices that led us
to realise this decision-diagram and the selection of extraction methods. In all cases, a
diagnosis of the memory component must be made before any technical intervention, in

particular by 3D computed tomography.

Thus, we present in more detail in chapter 4 the theoretical functioning of micro-

tomography and 3D reconstruction algorithms.
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Figure 3.35: Damaged and Undamaged Mobile Devices Decision Diagram

The first level that the expert must identify is the destruction of the external devices
(screen, keyboard, battery, palmar unlock sensor, facial identification sensor), with no

impact on the PCB or the components like memory, CPU and crypto-chips (Figure 3.36).

Figure 3.36: iPhone With External Device Destruction Following a Shock

In this case, although apparently the phone seems unworkable, all the extraction levels

previously presented are possible. The investigator may then choose to perform a man-
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ual extraction, provided that the peripheral devices are replaced. The logical analysis
can also be chosen insofar as the logical extraction device is not affected (or after its
replacement). In the same way, physical extraction by JTAG, boot loader, and flasher
boxes can be performed if the logical extraction device is not touched. Finally, the other
types of removal (chip-off, chip-on and micro-read) can be implemented without difficulty

depending on the investigator’s needs, even if the peripherals are not reparable.

The second level is the identification of the mobile phone that has been possibly im-
mersed. This requires special attention, although the mobile phone does not seem dam-
aged. For example, a phone “sealed” for forensic analysis that has been immersed needs

to undergo a special PCB drying process in an oven before being desoldered or lapping.

The drying time is generally 24 hours at 60 °C. The phone (Figure 3.37) should never
be turned on, at the risk of destroying the data. Thus, chip-off, chip-on and micro-reader

techniques are the only techniques that could be used in this case.

The chip-off technique must be carried out at the end of the drying process; otherwise,
the moisture between the component and the PCB would destroy the BGA component
(CPU, Memory, crypto-component) by a popcorn effect.

Figure 3.37: Mobile Device Damaged by Immersion

As is it usually the case after an air crash (Figure 3.38) or an explosion following an
attack, if the phone is more severly damaged (broken PCB), the levels from 3 to 5 are
potentially possible.
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Figure 3.38: Mobile Phone After Air Crash

We will discuss in chapter 5 the repair methods of damaged electronic components
that we have implemented during this thesis. Therefore, after the component repair,
the investigator is back to the situation of an undamaged mobile phone extraction, and
he must apply the previous specific extraction procedures. During the investigator’s
diagnosis, if the radiography shows a silicon memory destruction, the only method to be
implemented is a micro-read. However, currently, this method has no chance of success

if the memory binary data of the chip is damaged.

Finally, the last case is when the damaged mobile phone uses encryption with an
encryption key inside the CPU and/or crypto-processor and/or crypto-components. In
this precise case, the previous extraction methods are not possible because it is not
possible to decrypt the memory’s data. The only solution is to develop an advanced

repair technique called forensic transplantation.

3.4 Transplantation: Advanced Forensic Techniques Used
to Extract Data from Damaged and Secured Mobile

Devices

A forensic transplantation (Figure 3.39'®) consists of taking the electronic components
off a defective phone [Androulidakis, 2016] and re-soldering them on a functional phone

board. This transplantation is similar to human organ transplantation.

A healthy organ (electronic component) in a failing body (broken main board) is

transplanted in place of a failing organ in a healthy body (donor board).

¥ Ecole Normale Supérieure: https://inutile.club
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Figure 3.39: A Healthy Body (Board) Used To Salvage a Rescued Brain (Chip)

The functional phone board is called a donor board (Figure 3.40). The preparation

of the donor board is an essential step in removing the components from it without
damaging the board.

Usually, in this operation, the components of the board have been destroyed by lapping
or chip-off.

Processor

Remove Damaged
board’s components
(Chip-off or lapping)

Donor Board

Resolder Damaged
board’s components
on the Donor Board

Remove Donor board’s
components (Chip-off)

Figure 3.40: Transplantation Mechanism

On the other hand, the components of the damaged board (main board) are removed
and then re-soldered onto the donor board. Once these two steps are completed, all
that remains is to turn on the phone and make it operational again. This allows the

investigator to retrieve the data inside (or bypass some security mechanism) that will
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serve as evidence in court.

Similarly, other transplantation methods [Vidas, 2010] allow the reading of the volatile
memory (DRAMSs retain their contents for several seconds after power is lost), such as a
“cold start attack” involving cooling memory chips with liquid nitrogen and transplanting

them into a donor device capable of reading memory chips [Halderman et al., 2009].

Thus, we can use forensic transplantation to extract and analyse the data held on the

damaged device, whether the memory acquisition is volatile or not.

Nowadays, new technologies are emerging that make the traditional transplant tech-
nique outdated. One could mention the implementation of Package on Package (PoP)
components, the epoxy underfill between the neighbouring components and between com-
ponents/PCB, and the implementation of coupled cryptographic chips that complicate
the traditional process of transplantation. In chapter 7 we will develop the limitations of

transplantation and bring innovative solutions.
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As we write these lines, the desoldering and reading technique of the flash memory
chip [Breeuwsma et al., 2007] has become the de facto standard. Furthermore, the re-
soldering of electronic components to the exhibit device or a test board is sometimes
necessary during forensic investigations. In some cases, data manipulation, performed
during chip-off and chip-on, may also help to recover forensically significant data (Chapter
3).

Chip-off/chip-on techniques involve two risky steps during which forensic data can be
irreversibly lost. Low-temperature soldering has a decreasing risk factor [Jongh, 2014]
but can be considered an expensive process when considering the cost of commercial
balls and difficult to implement without specialised expensive equipment. In our study,

we proposed and developed a new low-cost and low-temperature reballing technique.

4.1 Context: Do Not Stress Components During Investi-

gations

The re-soldering of micro-BGA (Ball Grid Array) components is often necessary during
forensic investigations. Such re-soldering usually occurs in two scenarios. In the first in
vivo scenario, a component is extracted from the exhibit board and analysed (or unlocked)
externally before being re-implanted in the exhibit board. In the second in vitro scenario,
the extracted component is implanted in an external test board or an unlocked device
of the same brand and model. As we saw in chapter 3, we call such manipulations

chip-off /chip-on procedures.

Although at first glance, re-soldering a chip on a Printed Circuit Board (PCB) may be
seen as a simple operation, doing so may be far from harmless for both transplant chip
and the receiving PCB. Chip-off/chip-on soldering requires the reflowing of parts using

high-temperature hot air or infrared heating. This can damage the transplant chip or
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the board due to overheating. In addition, this procedure may also cause close electronic

components to slide and move away from their initial position.

To solve these issues, the first idea we had for this thesis was to think that it is
desirable to use low-temperature chip-off/chip-on processes. Reflow techniques in which
the temperature does not exceed 138 °C prevent 67Sn—-33Pb or traditional Pb-free alloys
(205°C for 86.4Sn-5.1Ag-8.5Au and 183°C for 63Sn-37Pb [Vianco et al., 2004]) from
melting and do not stress the chip-off/chip-on components too much. The high price of

such alloys has been for a long time an obstacle to their adoption.

Despite constant technical progress, low-temperature reballing 300-microns spheres of
42S5n/58Bi still cost several thousands of euros per jar and their use requires a lot of
time to be implemented. In a limited economic context, investigators must also control
the expenses of their investigations and must be vigilant about the legal costs incurred

during their investigations.

This chapter focuses on using 42Sn/58Bi alloy (€30/500g!) and reballing stencils
(€13/12 Chinese stencils? or €10/1 homemade stencil®) to achieve affordable and ef-

ficient low-temperature reballing.

We start by reviewing the material used in our study, the 42Sn/58Bi alloy properties
and analyse the sourced paste’s composition. Next, we describe our new reballing method

and its application to the PCB rework.

4.2 Material

4.2.1 X-ray Tomography

As we saw in the previous chapter, X-ray micro-tomography can be used by the in-
vestigator to diagnose a damaged phone. This diagnosis asserts or excludes any damage
to an electronic component. If the damage results from a silicon fracture, the investi-
gator should perfom a micro-reading if the memory area is not damaged. Otherwise,
the component will be classified as destroyed. If other parts of the chip are damaged,
such as bonding wires, or insulation components, the investigator must then repair the

component.

As part of this thesis, we have implemented a new technique for repairing bonding

"http://souvignet.net /1 /zk4j538
Zhttp://souvignet.net/r/gwe7gox
3http:/ /www.laser-techno.com/
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wires, which we develop in more detail in chapter 5. In addition to the diagnosis, to-
mography can be used to check the quality of soldering of the component on the PCB.
This control makes it possible to see if there is no short circuit during the component’s
soldering process. Since the investigator has to re-solder the memory component after

reading it (or during the realisation of a transplant), this tomography is essential.

We now introduce the fundamental principle of tomography. The X-ray micro-tomography
imaging technique involves acquiring several 2D radiographic projections of an object
viewed from different angles and reconstructing a 3D image using reconstruction algo-
rithms. As part of our thesis (Figure 4.3), the X-ray tube and the detector are fixed and
the object to be observed is placed on a turntable. The computed tomography consists of
three phases: an acquisition phase (setting defined by the investigator), a reconstruction

phase (mathematical algorithms) and an analysis phase (post-processing).

Figure 4.1: General View Figure 4.2: X-ray Tube

Figure 4.3: IRCGN’s X-ray Tomography Equipment

4.2.1.1 Acquisition

X-ray Generation

The X-rays we use in this thesis come from an X-ray generator. We make use of a
beam of primary electrons that are extracted at the cathode by applying a potential dif-
ference. These electrons are then accelerated by a high potential difference and bombard
a heavy metal anode. This anode is usually tungsten but this can vary depending on the

model.

It is the variation of the intensity and the voltage of the potential difference which
defines the energy and the flux of X-rays. Thus, a high voltage will lead to X-rays of
high energy, and a high intensity will lead to a steady flux of X-rays. When the electrons
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arrive at the target, several phenomena occur:

e The slowing of electrons as they pass close to the nucleus of an atom of the target.
The electrons are slowed and deflected by the electromagnetic field of the nucleus.
The kinetic energy lost by the electrons is emitted in the form of polychromatic

X-photons.

e The second phenomenon is the collision of electrons with the electrons of an atom
of the tungsten target. During this phenomenon, polychromatic X-ray fluorescence

photons are created.

Finally, the photons are filtered, using very dense materials, to allow the passage of the
photons that have enough energy to cross the target material. The adjustment of the
X-ray intensity and flux is a parameter set directly by the investigator. The denser the
material (metal shield protection, mobile phone screen) the more the investigator will
have to increase the power to obtain X-rays able to cross the material entirely. However,
the more X-rays, the less the contrast is important. The investigator must strike a

balance based on his needs for observation.
X-Ray—Matter Interactions

When an incident beam of X-rays passes through a given medium, we observe a
progressive disappearance of the number of directly transmitted incident particles, due to
the different radiation—matter interactions: absorption by photoelectric effect, Compton

and Rayleigh diffusions (Figure 4.4).

X-Rays X-Rays X-Rays

Recoil-Electron
— Photon-electron
Scattered-Photon

Scattered-Photon

Rayleigh Scattering Compton Scattering Photoelectric effect

Figure 4.4: X-Ray-Matter Interactions

Depending on the material of atomic number Z crossed and the X-ray energy, we define
the linear attenuation coefficient p(E, Z). For silicon, the NIST gives the total linear
attenuation coefficient, taking into account all the X-ray—matter interactions (Figure
4.5).
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Figure 4.5: X-ray—Silicon Total Linear Attenuation Coefficient (NIST)

The Beer—Lambert law gives the fraction of the incident photons having passed through

a thickness [ of matter without interacting:

bry = /S po(E).e” JorE20dl g (4.1)

with a polychromatic beam S and for a distance L between the source and the detector.

It is thus possible, by measuring the outlet flow, to determine the density and the

thickness of the material traversed by the X-rays.

4.2.1.2 Reconstruction

Tomographic reconstruction is an inverse problem (starts with the results and then cal-
culates the causes) because we need to find the 3D volume of the object from a series of 2D

measurements acquired during its complete rotation (Figure 4.6, [Flannery et al., 1987]).
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CATODE

Figure 4.6: X-ray Tomography Principle

The filtered backprojection is based on the Feldkamp algorithm and the inversion of

the Radon transform:

po(u,) = In(22) = /L f(y, 2)dl (4.2)

¢

po(u,v) is what is measured by the detector at the point (u,v) for an angle §. What
the investigator wants is to determine the function f(x,y, z) which is the volume field we

are seeking to reconstruct.

The Radon transformation allows us to define the projection operator pg(f,u) which

sums the projection set for an angle 6 on the length L:

po(fyu) = ” (u.cos(0) 4+ v.sin(f), —u.sin(6) + v. cos(9))dl (4.3)

By summing all the contributions on the complete rotation, we can express the pro-

jection operator as a simple mathematical function dependent on angle theta:
2w
Ry(z,y) = / po(z. cos(8) + y.sin(0)do (4.4)
0
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The reconstruction goes on afterwards in the frequency space (no longer temporal):

TFpg(w)] = TF[f(w.cos(d),w.sin ()] (4.5)

The technique of filtered back-projection resides in the introduction of a filter in the
frequency domain by a ramp filter [w] and a low-pass filter H(w). The filtered back-

projection comes into the temporal space again by an inverse Fourier transform:

flw,y,2) = TFTF (pp(w).[w]. H(w))] (4.6)

The function f(x,y, z) is therefore perfectly determined at all points. A processing of
the signal in grey scale makes it possible to translate this function into a 3D representation
(Figure 4.7).

Unknown Temporal Space

po(u,v)|=In(—) = /; f(z,y,

| f(z,y,2)

\—I/ TF[po(w)| = (pg (HJ).[’I;J].H(?U))

Fourier Space

Figure 4.7: Filtered Back-Projection Algorithm

There are several tomographic reconstruction algorithms, such as Algebraic Recon-
struction Technique ([Gordon et al., 1970]) or Monte Carlo methods ([Kaipio et al., 2000]).
We will not go into details here, but the investigator has the possibility of selecting the
algorithm which seems to be the most appropriate. This selection is part of the expert’s
work, who must select the right reconstruction algorithms according to his observation
needs. The reconstruction’s artefacts, specific to each algorithm, must be known in order

to select the correct reconstruction method.
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4.2.1.3 Post Treatment

In the reconstruction phase, a mathematical reconstruction algorithm then allows ac-
cess to the volumetric data of the object from the various 2D projections. After recon-
struction, it is possible to carry out a post-processing of the images obtained (Figure
4.8):
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Figure 4.8: Tomography Post Treatment Using X-Act Software

This step corresponds to the post-processing filter application (Gauss filter 3x3, Gauss
filter 5x5, Sharpen, Emboss, etc.), contrast change (allows the localisation of density
element of interest), measurement distance, tracking and more generally all reverse-

engineering operations (chapter 7).

4.2.2 Scanning Electron Microscopy (SEM)

The Scanning Electron Microscopy (SEM), as we saw in the previous chapter, can
be used when reading transistors on the silicon components that are severely damaged
(physical extraction by micro-read). We will show in this chapter that the SEM (Figure
4.9) is a precious tool in the determination and optimisation of the temperature curves
used during soldering or desoldering (chip-off/chip-on methods). In this chapter we have
bypassed the principle of first use of SEM used generally by investigators in electronics
(micro-reading technique) and we have made use of the SEM to solve more complex

hardware problems inside modern mobile phones: low temperature soldering.

86



Chapter 4. Chip-off Improvement: the Role of 425n/58Bi Solder

Figure 4.9: IRCGN’s SEM

Electron microscopy is based on the same principle as optical microscopy, except that
the incident ray consists of an electron beam instead of visible rays of light. X-ray
radiography uses the radiation—matter interactions to characterise the state of the internal

layers of a component.

SEM uses particle-material interactions to characterise the surface condition of the
object to be analysed. This surface analysis is a topography analysis (surface condition

and visualisation), as well as a quantitative analysis (chemical composition).

Unlike X-ray micro-tomography in which an electron beam accelerates on a tungsten
anode and whose impact creates X-rays which are then sent onto the sample, in the case
of SEM, it is the accelerated electrons that are sent directly to the sample (Figure 4.10).
The electrons are accelerated by an electrical potential difference and are condensed by

magnetic lenses.
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Figure 4.10: SEM Fundamental Principals

Fundamental physics describes the electron beam behaviour as it enters the sample
and comes into contact with the nuclei and electrons of the electron cloud of the tar-
get material. The primer electron is dispersed by a succession of elastic and inelastic

interactions with the target (Figure 4.11):

X-photon

|Secondary Electron | [Retrodiffused Electron|

Figure 4.11: Particle-Material Interactions

e The first reaction is an inelastic reaction. In this case, the primary electrons interact
with the electrons of the atomic electron cloud, and they emerge with a loss of

energy. A secondary electron is emitted, and the target atom is ionised. The
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detection of these electrons provides information on the topography of the sample.

e The second reaction is an elastic reaction. The primary electrons emerge without
loss of energy, keeping their kinetic energy and momentum. In this reaction, the
electrons do not exchange energy with the atoms of the sample. They undergo an
interaction due to the Coulomb force within the nuclei of the atoms. The higher
the atomic number of the atom, the stronger the signal and the clearer the area of
the image. This is the phase contrast. The image obtained is, therefore, a function

of the chemical composition of the sample.

e Finally, the third interaction is the impact of a high-energy primary electrons that
ionise the atoms within their inner layers of electrons. Thus an electron of an inner
layer is ejected, and it is replaced by an electron of an upper layer. A photon of
energy equal to the difference between the two levels of electron energy is emitted.
The hole in the upper layer is filled by another electron of an even higher layer with
the emission of polychromatic X-photons. A cascade is thus created. The study of
X-ray photon cascades allows a quantitative analysis of the chemical composition

of the sample (contrast as a function of the atomic number of the surface elements).

SEM images are formed from a mixture of variable proportions of the secondary elec-
trons, backscattered electrons and X-ray recording signals. The different signals are
recorded by three different sensors: a secondary electron sensor, a broadcast electron
sensor and an X-ray sensor. In a scanning electron microscope, the image is obtained
sequentially point by point by displacing the primary electron beam on the surface of
the sample. The image is then reconstructed using the signal generated by the various

detectors to modulate the brightness of a cathode ray tube.

4.2.3 42Sn/58Bi Fundamental Properties

Our 42Sn/58Bi solder alloy used in this thesis is a eutectic composition [Song et al., 2004,
Puttlitz and Stalter, 2004]. The alloy melts and solidifies at the same temperature, in
contrast to the usual mixtures. From a merger point of view, the alloy behaves like
a pure body (it melts and solidifies at the same temperature) [Miao and Duh, 2001,
Okamoto, 2000]. This eutectic mixture reaches a solidus-liquidus phase transition at
138°C [Braga et al., 2009, Rechchach, 2011] (Figure 4.12). The advantage of this solder
is that it has a low melting point [Predel, 1991, Torres et al., 2012].

In forensics, the main advantage of low temperature soldering is the protection of
evidence, because it has little impact on neighbouring components (temperature/matter

interaction), which grandly reduces deterioration risks (data modification, destruction).

89



Chapter 4. Chip-off Improvement: the Role of 42Sn/58Bi Solder

300
271.44
231.97 > L
T 200 |
N
& _
5 4 < B
= aQ 139
jar =
8“ 100
E - -
(]
2 (Bi)
1/ osn B
13 s [ e
0 T T T T T

Figure 4.12: 42Sn/58Bi System Phase Diagram [Aller et al., 1996].

We will hereafter call “the assembly” the physical circuit consisting of the target BGA
component, the PCB and the solder paste. For the study of our solder ball, we will use our
scanning electron microscope coupled to an Energy-Dispersive X-ray Spectroscopy (EDS
analysis). This reveals the characteristic spectrum of the mixture of substances contained
in the analysed part. By observing our past using our SEM, we see inhomogeneous beads

ranging from 25 microns to 45 microns embedded in a solvent (Figure 4.13).

Figure 4.13: 42Sn/58Bi Past Observed at 500 pm Scale (SEM)

The study shows that the balls appear in two colours with uniform and homogeneous
spherical distribution solidification (Figure 4.14).
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Figure 4.14: 42Sn/58Bi Alloy Observed at 100 pm Scale (SEM)

We carried out the analysis of the micro-beads without the solvent by elemental chem-

ical microanalysis of the balls’ surface by Energy Dispersive X-ray Spectroscopy (Figure
4.15).
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Figure 4.15: 42Sn/58Bi Alloy Energy Dispersive X-ray Analysis

Our past is a tin—bismuth (Sn-Bi) binary composition. The bismuth precipitation
takes place in a tin matrix, and the cooling rate has a great influence on the micro-
structure properties of the alloy [Zeng and Tu, 2002, Crocker et al., 1973, Puttlitz and Stalter, 2004].
Due to a high bismuth concentration, cracking issues can be expected and will be char-

acterised in the experimental results section in order to help the investigators select the

right process.
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4.3 Method Developed

We now describe our new re-balling step process. This process is necessary before re-

soldering the BGA components into devices for which no alternative ways to access the

device’s contents are known. Our study focuses on the re-balling step of a flash Hynix

HIDP4GG4JJAC chip (Figure 4.16).
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Figure 4.16: Hynix HIDP4GG4JJAC Ball Grid

The re-balling process we used was realised in steps, as follows:

Step 1: Clean up the chip using a soldering iron and remove flux (Figure 4.17).

Figure 4.17: Step 1
Step 2: Stencil selection adapted to the chip to reball (Figure 4.18). Better results

were obtained using stencils of 135-micron thickness, 500-micron pitch and 300-micron

diameter holes.

92



Chapter 4. Chip-off Improvement: the Role of 425n/58Bi Solder

Figure 4.18: Step 2

Step 3: We position the stencil by superimposing it on the target chip to align the
stencil (Figure 4.19).

Figure 4.19: Step 3

Step 4: We apply the soldering lug composed of beads 25-45 microns in diameter
presented in its solvent (Figure 4.20).

Figure 4.20: Step 4

Step 5: We remove the excess dough with a flat knife (Figure 4.21) to have the same

amount of alloy and thus avoid obtaining balls of different sizes.
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Figure 4.21: Step 5

Step 6: We evenly apply a gentle air flow (8 1/min) at 160°C (measured using a
thermocouple) for 4 seconds on the stencil (Figure 4.22) to begin the agglomeration
process between the beads. It is then ready to apply an air stream (14 1/min) at a more

consistent temperature of 200 °C.

Figure 4.22: Step 6

The balls will naturally fall off the stencil and position themselves on the PCB by
capillarity. Due to this capillarity, the stencil does not have to be cleaned afterwards.
Thus, the stencil can be used several times by the investigators without risk of destruction.

The temperature factor is the only possible source of alteration.

At this stage, the beads are not completely agglomerated, and many microballs remain
mixed with the solvent (Figure 4.23a). To get nice 300-pm balls, we apply an air stream
(14 1/min) of 200 °C for 12 seconds (Figures 4.23b to 4.23d).
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(a) Stencil Removed After 4 Seconds of (b) Air Stream at 200°C (14 1/min) for 5
Heating at 160 °C (8 1/min) Seconds

(c) Air Stream at 200°C (14 1/min) for 8 () 12 Seconds of Heating at 200°C (14

Seconds 1/min) and removed flux

Figure 4.23: Balls Observed at Binocular Microscope During the Agglomeration Process

Using the SEM, we decided to look at a ball that we created with the stencil (Fig-
ure 4.24a) and compare it with a commercial leaded solder ball (Figure 4.24b). The

underlying goal is to check if our mixture ball is close to one of the industrial balls.

(a) Sn-Bi Alloy (b) 67Sn-37Pb Alloy

(c) Sn-Bi Alloy (50 pm scale) (d) Sn-Pb Alloy (100 pm scale)

Figure 4.24: Sn—-Bi vs Sn—Pb Alloy Comparison
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4.4 Experimental Results

4.4.1 Main Results

The microstructure of brased joints is significantly influenced by the following reflow
conditions: maximum peak temperature, cooling rate and volume of solder [Rechchach, 2011].
We are mostly interested in investigating the influence of the cooling rate on the solidi-
fication dendrites. The maximum temperature was set to 160 °C and the solder volume

corresponded to a sphere of 300 pm diameter (Figure 4.25).

Figure 4.25: (SEM) Sn-Bi Sphere between eMMC (left) and PCB (right), Slow Cooling

The following experiments investigate the quality of the solder joint as a function of
different slopes of temperature drop. The first experiment refers to a rapid reduction in
temperature. In the following reflow curve, the maximum temperature (160 °C) is reached
in 135 seconds (Figure 4.26). The maximum temperature is maintained for 60 seconds

before starting the cooling down phase at a cooling rate of 1.9°C/s for 58 seconds.

Figure 4.26: Fast Cooling (1.9°C/s) Reflow Profile, X-axis (seconds), Y-axis (Celsius)

In the case of rapid cooling, the solidification pattern has a uniform structure with

parallel solidification dendrites. Soldering is performed over the entire reception area

96



Chapter 4. Chip-off Improvement: the Role of 42Sn/58Bi Solder

[Torres et al., 2012]. It has the same width over the entire wafer. In our experiments,
the solder samples were mechanically polished using standard metallography techniques

before being examined under a scanning electron microscope (Figure 4.27).

Mag| HV HFW
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Figure 4.27: Polished Section of Soldering Using Standard Metallography Techniques

The second experiment focuses on a prolonged temperature descent. The slope is

0.13 °C per second. Figure 4.28 shows the temperature profile used to make the junction.

Temperature

Figure 4.28: Slow Cooling (0.13°C/s) Reflow Profile, X-axis (seconds), Y-axis (Celsius)

With the same temperature increase rate and the same maximum temperature, Figure
4.31 shows an example of the microstructure of 42Sn/58Bi solidified balls at two different
cooling rates (Figure 4.29: 1.9°C/s and Figure 4.30: 0.13°C/s) examined under scanning
electron microscope and each time using the same procedure.
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Figure 4.29: At Fast Cooling Rate Figure 4.30: At Slow Cooling Rate

Figure 4.31: Microstructure of 42Sn/58Bi Solidified Balls

Slow cooling rates lead to crack formation and large grain size, which leads to ques-
tioning the reliability of the solder joint [Zeng and Tu, 2002, Crocker et al., 1973]. The
results confirm that by using slow cooling, the beads will reform and detach; the soldering

is not successful; bismuth and tin will agglomerate into coarse structures (Figure 4.32).

Figure 4.32: Bismuth and Tin Agglomerated Into Coarse Structures

We also observe an irregularity of the solidification structure on the cut edge when
it is cooled slowly. This irregularity is all the more important when the temperature
descent curve is slow. If the descent is too long the structure is weakened and small
cracks appear. The addition of several small cracks generates even larger cracks, which
are directly visible. The results also show the appearance of a crack within the ball that

was caused by mechanical stresses between the chip and the PCB (Figure 4.33).
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Figure 4.33: Crack Within the Ball Caused by Slow Solidification

We observe that the cooling rate affects the distance between the PCB contacts and
the chip. During rapid cooling, the liquidus phase tends to spread and thus reduce the
PCB-to-chip distance (which averages 50 microns). Rapid solidification tends to keep
this configuration (Figure 4.34).

Figure 4.34: Fast Solidification Figure 4.35: Slow Solidification

Figure 4.36: Distance Between PCB and Chip

Conversely, during slow solidification (Figure 4.35), the PCB-to-chip distance is greater
than the PCB-to-chip distance obtained by rapid cooling (170 microns average). Solder-
ing quality is directly impacted and the investigator will have to take this into account

during the low temperature soldering process.

99



Chapter 4. Chip-off Improvement: the Role of 425n/58Bi Solder

4.4.2 Stencil Selection

Although the Chinese stencils tested are of interest because of their low price, they
have several disadvantages in terms of their integrity and delivery. Paste/stencil usage
becomes the main issue compared to sphere reballing when considering a chip that is not
supported by the current stencils. While low-temperature balls can be manually placed,

the paste cannot be easily spread over the chip pads.

It is then necessary to quickly get a suitable stencil. We also sourced local stencil
designers? and managed to obtain affordable stencils on demand (less than €10/stencil

including our design and production costs) delivered within 3 days (Figure 4.37).

Figure 4.37: On-Demand Stencils of Our Own Design

These stencils are made using laser cutters which are normally used to etch aluminium
frames. Based on empirical tests using 117-, 127-, and 152-micron thickness stencils,
we selected stencils of 127 microns in thickness with holes of 300 microns (diameter) to
make quality balls of 300 microns in diameter. In fact, thin stencils will produce balls
which are not strong enough to withstand mechanical stress. Conversely, stencils that
are too thick will produce oversized balls which would tend to marge. We have therefore
determined and quantified that the investigator has the possibility of adjusting these
parameters himself to arrive at the best results according to the component that he has
to treat. Thus stencils of small thickness (< 117 microns) will be recommended for the
re-balling of very fragile components and therefore the distance between each ball centre
is low. Stencils of high thickness (> 152 microns) will be recommended for the re-balling

of less fragile components and therefore the distance between each ball centre is large.

*http:/ /souvignet.net/r/jj3tel4
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4.4.3 Reflow Error Analysis

In order not to create differences in the amount of material per ball, it is important
to apply again a high-temperature air flow (especially with a slow air flow of 160 °C at 8
1/min) during step 6 of the process described in section 4.3. Otherwise, some micro-balls

could migrate with the solvent and position themselves on adjacent balls (Figure 4.38).

Figure 4.38: Ball Migration Observed at Radiography

Well-performed soldering must show soldering points during X-ray radiography with
90° incidence (Figure 4.39).

Figure 4.39: Soldering Performed Correctly: X-ray View Using 90° Incidence

To confirm good soldering, a second 45° incidence X-ray is necessary to establish the
soldered joint (Figure 4.40). Radiography with such an incidence (called tilt radiography)

should confirm uniform spheres.

Figure 4.40: Well-Prepared Soldering Confirmed by Tilt Radiography (45° Incidence)

In the next tilt radiograph (Figure 4.43), we observe non-spherical consistency (the

soldering is of poor quality) so we have a Chip/PCB misalignment.
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Figure 4.41: Incidence 90° Figure 4.42: Incidence 45

Figure 4.43: X-ray Views of Incorrectly Performed Soldering: Chip/PCB Misaligned
Note that non-uniform neighbouring beads can create migration beads. The non-

flatness of the ball grid array is critical to achieve good soldering without internal migra-

tion that can lead to poor contact (Figure 4.44) and contact faults.

Figure 4.44: Migration of a Micro-Ball to the eighbouring beads: X-ray Visualisation

4.4.4 Conclusion of the Experiments

To verify and optimise the quality of our soldering technique, we conducted experiments
on the chemical composition and physical appearance of the beads created while taking
into account the slow and fast cooling rates. Rapid cooling improves the soldering,
exploiting in particular the properties of resistance to mechanical stresses, and thus
reduces the number of cracks. In our experiments, we did not see any trace of cracking
when the balls are cooled rapidly, unlike some cracking when the balls are cooled slowly.
The number of porosities (voids) is smaller with rapid cooling because it will quickly
fix the Sn—Bi joint. The soldering will start on all of the host pads, thus reducing the
PCB-to-chip distance by a levelling phenomenon.
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Slow cooling promotes the presence of pores and tends to re-form the beads by detach-
ment. Rapid cooling levelled the component to the PCB without the balls being able to

regain shape. The solidification of the structures is different too.

In rapid cooling, we have a homogeneous structure with tin plaques and bismuth
perfectly parallel to each other and homogeneous across the wafer. In slow cooling,

solidification reveals an inhomogeneity on the wafer, with a coarser structure.

We have just seen a possible improvement in chip-off techniques. This technique will
also be used again during the process of transplanting damaged and encrypted phones,
that we will develop in chapter 7. We now present techniques that we realised during

this thesis to directly repair damaged components.

103



Adhesives in Advanced Forensics Data Extraction

We have seen in chapter 3 that investigators have to perform an X-ray to diagnose the
level of repair needed and thus select the correct extraction method. If the component
or PCB is damaged, they must implement methods for repairing it. As we present in
this chapter, traditional methods are rapidly reaching their limits with new generations
of electronic components. Thus, in this chapter and in chapter 6, we have implemented

new repair methods to push back the current limitations.

5.1 Context

Recent publication [Cui et al., 2014] underlines the interest of using polymers in micro-
electronics. Polymers are the ideal interconnect alternative to solder materials containing
lead. Electrically Conductive Adhesives (ECAs) [Li and Wong, 2006], Thermally Con-
ductive Adhesives (TCAs) [Felba, 2011] and UV Adhesives (UVAs) [Asif et al., 2005]
mainly consist of a polymeric resin (epoxy, silicone, polyurethane or polyimide) that
provides physical and mechanical properties such as adhesion and mechanical strength,
and conduction of electricity (with the addition of metal fillers like silver, gold, nickel or
copper) [Luo et al., 2016]. Currently, it is possible to find really cheap polymeric resin.
Using these resins for digital forensic purposes is the focus of this chapter, which we

demonstrate in a hardware reverse engineering prototype case study.

5.2 Material

5.2.1 Thermally Conductive Adhesives

This polymer family is designed to dissipate heat ([Felba, 2011] and [Falat et al., 2007]).
Generally, this adhesive covers memory components and CPUs to reduce chip heating

and improve sturdiness, which makes chip-off analyses seriously more difficult (Figure
5.1).
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Figure 5.1: TCA Used for BGA Soldering With Board [Zhang et al., 2013]

The consequence of using a classical chip-off process is the need to increase the de-

soldering temperature, which may seriously damage the chip and the board (Figure 5.3).
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Figure 5.2: Good De-Soldering Figure 5.3: Bad De-Soldering Due to
Underfill

Figure 5.4: Printed Circuit Boards After De-Soldering

The thermally conductive adhesive studied in this thesis (Polytec!') consists of two
components: resin and hardener. The mixing ratio by weight is 100 resin units for 6
hardener units. Viscosity at 23 °C is 9000 mPa.s and minimum bond line cure time is 16
hours at 23 °C and 15 minutes at 100 °C (Figure 5.5).

1http: //www.polytec-pt.com/int/products/
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Figure 5.5: Thermal Adhesive Absorbance (Polytec)

Thus, this adhesive is very well-suited for the fixing, covering and coating of electronic
parts. The solidification is slow, which allows for shaping of the fixation. It is possible

to vary the solidification rate by modifying the temperature.

5.2.2 Underfill: A Special Type of Thermally Conductive Adhesive
5.2.2.1 What is an Underfill Epoxy?

In addition to traditional high /low temperature eutectic soldering [Heckmann et al., 2016],
the underfill is systematically inserted in the manufacturing process between the elec-
tronic components and the PCB, to increase the shock resistance and the thermal resis-

tance of the electronic components (Figure 5.6).
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Figure 5.6: iPhone 7’s Underfill Between Memory and PCB

Underfill has a coefficient of thermal expansion which is close to that of the eutec-
tic solder alloy. Many papers have demonstrated an interest in the use of underfill

[Mishiro et al., 2002] in increasing thermal and physical stress resistance (Figure 5.7,
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[Okura et al., 2000]).
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Figure 5.7: Thermomechanical Deformation Without and With Underfill

Some other papers [He et al., 2000] describe methods to characterise the fundamen-
tal properties using thermo-mechanical analysis, differential scanning calorimetry, and
thermo-gravimetric analysis. There are several types of thermally conductive adhesives
on the market, which vary according to several parameters, such as: the method of
preparation (mono-component, two-component with resin and hardener), the coefficient
of viscosity, the degradation temperature, the thermal conductivity, the Young’s modulus

values, the percentage of elongation at break, and the continuous resistance temperature.

Among all these different parameters, the temperature of degradation is the one that
particularly interested the investigators. Indeed, in the context of forensic operations, the
investigator must heat the adhesive and the electronic component at this temperature in
order to remove the component and be able to perform its physical reading or forensic

transplantation.

Thus, epoxy glues with a degradation temperature of less than 300 °C are characterised
by forensic investigators as low-temperature glues. The ones above 300 °C are called high-
temperature epoxy glues. To guarantee a greater robustness of assembly, manufacturers
now fix the electronic components close to each other, thanks to this type of glue, which

also increases the possibility of compactness of the latest generation phones (Figure 5.8).
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Figure 5.8: Underfill Modelling

In the case of the iPhone 7, the memory and the peripheral capacitors are fixed closely

together by means of a low-temperature underfill (Figure 5.9).
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Figure 5.9: iPhone 7 Memory and Neighbourhood Capacitors Glued on Board

It is the same on the opposite face of the electronic card: the processor, the baseband
co-processor as well as the peripheral capacitors are also fixed together. This overall
fastening makes the assembly robust to impact and greatly increases the resistance of

the components to water.

The IP Code for International Protection Marking (IEC standard 60529) is an inter-
national standard of the International Electrotechnical Commission relating to water-
proofing. The iPhone 7, 8 and X, the Samsung Xcover 3, Android Phone D6, BlackBerry
Motion, Huawei Mate 10 Pro and Google Pixel 2 have an IP rating of 67. Thus, these
mobile phones can be submerged in up to 1 metre of water for 30 minutes. The Samsung
Galaxy Note 8, S7 and S7 Edge, LG X Venture, HTC U11 Plus, Motorola Moto X4, LG
G6 and LG V30 have an IP rating of 68. Thus, these mobile phones can be submerged
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in up to 1.5 metres of water for 30 minutes.

5.2.2.2 Underfill Problem for Forensic Investigations

Investigators must now confront the widespread use of underfill in the assembly of compo-
nents on an electronic card. The realisation of the chip-off technique [Breeuwsma et al., 2007]
on one of these components will cause an overall movement and thus the destruction of

the electronic card (Figure 5.10).

Figure 5.10: Destruction of the Neighbourhood Capacitors Due to Underfill on iPhone 7
CPU After Classical Chip-Off

This overall movement is due to the fact that to remove the component, the investigator
does not get to the degradation temperature of the glue as well as the soldering materials
(BGA ball). When the investigator exerts a perpendicular mechanical force to remove
the component, as is the case with the conventional chip-off method, all the components
that are poured into the same block of underfill will be set in motion. These movements
will create a short circuit of the other components and thus destroy the electronic card
(Figure 5.11). Thus, techniques that were quite well-mastered until now are no longer
applicable to current generations of mobile phones, even in cases in which the investigator

must make a simple change of one of the electronic components.
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Figure 5.11: Destruction of the Neighbourhood Capacitors After Classical Chip-Off

To do this, the investigator usually proceeds to replace the defective components to
make the phone operational again. But basic replacement, which has been a perfectly

mastered technique, becomes inapplicable on underfilled phones.

5.2.3 UV-Curable Adhesives

The UVA we studied (Polytec UV?) is a single liquid acrylic adhesive component
curable by UV light (Figure 5.12).

Ahsorbance

a0ho w0 " 2500 2
wave number {cm-1)

Figure 5.12: UV-Adhesive Absorbance (Polytec)

UV-curable adhesives ([Asif et al., 2005], [Kim et al., 2002], and [Zhang et al., 2014])

can be categorised by their mechanical properties, viscosity, hardness and the desired

2http ://www.polytec-pt.com/int/products/uv-and-dual-curing-adhesives/
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adhesive strength on selected substrates. Thus, reading the properties is essential in
order to choose the right feature for the desired effect. Viscosity is 900 mPa.s and
this adhesive will cure within 45 seconds upon exposure to UVA light at 320-400 nm
(Blacklight). UV-curable adhesives are very well-suited for instantly fixing of electrical

wires.

5.2.4 Electrically Conductive Adhesives

Research efforts [Cui et al., 2013, Li and Wong, 2006, Moon et al., 2004] have focused
on two lead-free alternatives, lead-free metal [Heckmann et al., 2016] solder alloys and
polymer based ECAs [Rechchach, 2011].

ECAs consist of an organic/polymeric binder matrix and metal filler (Figure 5.13).
ECAs are the ideal interconnect alternative to lead-based solder materials. The con-
ductive fillers provide the electrical properties and the polymeric matrix provides the

physical and mechanical features [Kishi et al., 2016].

Palymer binder

Metallic network

Figure 5.13: Ball Created by an Assembly of a Polymeric Binder Matrix and Metal Filler
[Li and Wong, 2006]

The ECA that we studied (Polytec?) is an electrically conductive, mechanically stable
and flexible polyurethane dispersion. It is suggested for electrically conductive bonding

and coating applications.

Polyurethane combines a very high degree of flexibility with good mechanical stability.
The melting point is 250 °C and the polyurethane’s softening range is from 180 °C. Drying
time at 23 °C is 8 minutes and viscosity is 5000 mPa.s. Thus, this adhesive is very well

suited for bonding when a quick attachment is necessary.

3http ://www.polytec-pt.com/int/products/epoxy-adhesives/electrically-conductive-adhesives/
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5.3 Digital Forensic Applications and Developed Methods

As indicated in the previous sections, the adhesives have various and multiple prop-
erties. The forensic application of polymer-based adhesives is as wide as the choice of
adhesives. However, we will only focus on three main challenges in forensic data extrac-

tion: electronic circuit repair, low temperature reworking, and prototyping.

5.3.1 Restoring Conductivity

Damaged exhibits (received broken, or damaged during the extraction process) may
require restoration of conductivity of data lines, control lines or power lines. Conductive
adhesives are suitable to obtain such a result. A basic approach consists in identifying
the broken part (Figure 5.14a), finding the remaining parts of the broken line(s) (Figure
5.14b), preparing the parts to be connected (Figure 5.14c) and joining them using a

suitable conductive adhesive mixture (Figure 5.14d).

(a) Damaged PCB  (b) Recover Lines  (¢) Prepare Pads and (d)  Restore
pads Connector Connectivity

Figure 5.14: Damaged Micro-USB Connector Repair
While most repairs require only a rough repair using a basic conductive adhesive, some

may require quite fine techniques. Some specific conductive adhesives (such as Polytec?,

Aremco® or Loctite®) may also be used to repair bonding wires.

In this case, we are able to communicate with the silicon chip by creating a conductive

bridge between the two parts of the broken bonding wires.

4http ://www.polytec-pt.com/int/products/epoxy-adhesives/electrically-conductive-adhesives/
5http ://www.aremco.com/
6http ://na.henkel-adhesives.com/industrial/equipment-solutions-19440.htm
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5.3.2 Restoring Insulation

Fixing the PBC may also be necessary to replace the damaged insulation layers. This
is particularly suitable when a chip is over-lapped or when the PCB underlayer is acci-

dentally removed while de-soldering an underfilled chip.

To restore the insulation of a damaged board, it is first necessary to clean the damaged
area using a flux remover (Figure 5.15a). The prepared insulating glue bi-phase mixture
(Figure 5.15b) applied in its viscosity state (Figure 5.15¢) will then create a thin insulation
layer (Figure 5.15d). Once dry, the excess insulating adhesive can be removed using a
micro-knife (Figure 5.15¢) to reveal the PCB connection (Figure 5.15f). Finally, filling
in the hole with some electrically conductive adhesive (Figure 5.15g) permits recreating

the pad over the insulation layer (Figure 5.15h).

(b) Prepared Insulating Bi-  (c¢) Insulating Adhesive Be-
Phase Glue Mixture ing Applied

(e) Micro-Knife Removing (f) PCB Pad Revealed
Insulation Layer

(g) Electrical Conductive Adhesive Applied (h) Restored Connectivity

Figure 5.15: Pads Restored

As demonstrated, ECA can be used to recreate a very thin insulation layer. Thermal

resistance of the polymer mixture is a crucial parameter if the related surface has to be
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reheated for reworking purposes.

5.3.3 Reworking and Prototyping

Reworking without damaging the evidence is the real forensic data extraction challenge.
It is sometimes necessary when the only way to extract the data is to replace a de-soldered
component (e.g. memory) back onto the donor board or its original one. To prevent
overheating, recent articles [Jongh, 2014, Heckmann et al., 2016] propose different ways
to use bismuth—tin alloy in order to reduce heating within the re-soldering process at
only 150 °C. Although such low temperature profiles can save most of the chip from
overheating damage, it may not prevent some highly sensitive or heat-protected memory
chip from being damaged. Therefore, ECA can be used to re-solder a chip at room
temperature (Figure 5.16). The challenge here is to reball the chip prior to chip-on. A
dedicated pump, such as Nordson Performus II, could also be used for this purpose as
it allows to carefully choose time/pressure, key parameters to create small, round balls

ready to be fixed long-term.

Figure 5.16: Nordson Performus II Figure 5.17: Thesis’ Memory Man-In-
Pump the-Middle Prototype Being Prepared

Figure 5.18: Adhesives in Reworking and Prototyping

Prototyping is often required within digital forensic processes, either to create extrac-
tion environments (donor board, attack board), or to understand exhibit modus operandi
(reverse engineering, Figure 5.17). Such prototypes require expensive on-demand design
boards or adapters. Polymer-based adhesives’ properties can also be used as a corner-
stone for homemade prototypes, as demonstrated in use in the next section. In fact, we
have shown in this thesis that the adhesives are suitable to fix, connect or isolate parts

of any system in a very flexible and affordable way.
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5.4 Memory Man-In-The-Middle Attack

This case study is related to the need to understand the security mechanism of a smart-
phone, which was accessed by prototyping a memory man-in-the-middle (MIM) attack.
The aim of the prototype is to capture/analyse exchanges between the smartphone’s
processor and its non-volatile memory (eMMC) in order to be able to easily manipulate

(read/write) the memory data.

5.4.1 eMMC: Embedded Multimedia Card

We first present the memory component that we used to make our MIM attack: the
eMMC. In addition, the investigator most often finds the eMMC during the extractions
on mobile phones. Naturally, there are other components, but we chose this one to
carry out our studies because the investigator will find it in use 90% of the time. The
whole study carried out in this chapter is easy to generalise to other electronic memory

component sets.

The eMMC is therefore often the element that the investigator must be able to re-
solder at low temperature. The data found in this memory is very fragile and sensitive to
temperatures above 160°C. An eMMC is an advanced, managed NAND flash memory
(Section 2.2.2) for mobile applications (smartphone, tablets, GPS).

The eMMC is not only a NAND flash memory but also a controller/interface circuit
(Figure 5.19, [JEDEC, 2010]). Electronic components need to be electrically connected

for power, ground and signal transmissions.

MultiMediaCard

Controller
Application CMDy
Interface
d p | Application Ada]‘{tcr MultiMediaCard L,
- i Intertace
Adapter Adapter DAT[T:0]
P

MultiMediaCard Bus

MultidediaCard controller scheme

Figure 5.19: eMMC Controller Scheme [JEDEC, 2010]

These interconnection technologies can be: Pin Through Hole (PTH), Surface Mount
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Technology (SMT), Ball Grid Array (BGA) (Figure 5.20), Chip Scale Package (CSP)
and Flip Chip Technology (FCT) (Section 2.3). Signals are transmitted through BGA

balls located between the component and the board.

I ERNLENR NN

(a) Connections Between the (b) Copper Plate Level (c) Ball Grid Array level
Silicon Dies at BGA Level

Figure 5.20: IRCGN’s X-ray 3D Micro-Tomography of the HIDP4GG4JJMCGR Hynix
eMMC

Then the bonding wires are used to make the junction between the BGA balls and
silicon dies (Figure 5.21). Wire bonding can be attached to silicon in two different ways.

The first is the Ball Bonding method and the second is the Wedge Bonding method.

ARAR M 1AAn 8

(a) Memory Dies Exposed (b) Bonding Wires Exposed

Figure 5.21: eMMC Decapsulated

Ball bonding is associated with thermocompression and thermosonic joining and the

wedge bonding process uses ultrasound and pressure to create a bond between the wire

and the bond pad.
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The eMMC, contrary to UFS7, has a parallel interface (half-duplex) which means it
can only send data in one direction at a time: it can either be read or write. UFS has a
Low-Voltage Differential Signaling (LVDS) serial interface which has separately dedicated
read/write paths. This allows full two-way interaction: UFS can be read and written

simultaneously (Figure 5.22).

eMMC UFS

—

L
[=1
[
C

Figure 5.22: eMMC UFS Interface Comparison [Samsung, 2015]

For an eMMC, as described in the JEDEC Bus protocol, after a power-on reset, the
host must initialise the card by a special message-based MultiMediaCard bus protocol.
For each data line, the data can be transferred at the rate of one bit SDR (single data
rate) or two bits DDR (dual data rate) per clock cycle.

from from data from eard stop command
post o to host stops data transfer
CMD - - | command H response ‘ ---------------------- command H response
DATO- - -------om-- - l data stream } """""" e
e« ... Oatawansferoperation pl¢ . .9ata stop operation _

Sequential read operation

Figure 5.23: Sequential Read Operation: 1 Bit Data Bus

"http://www.jedec.org/sites/default/files/docs/JESD220C. pdf

117


http://www.jedec.org/sites/default/files/docs/JESD220C.pdf

Chapter 5. Adhesives in Advanced Forensics Data Extraction

from from data from host stop command busy from
host card to card stops data transfer card
to card(s) f— to host to host
CMD - -1 command ‘ l response | """"""""""" command ‘ ‘ response
DATO- - {-----omeeeee oo | data stream ” busy )4—"/ R
< data transfer operation e data stop operation

Sequential write operation

Figure 5.24: Sequential Write Operation: 1 Bit Data Bus

The data bus is a flexible data bus of 1, 4 or 8 bits. After power-up (or hardware
reset), only DO is used for data transfers, but the host can configure the device to use a

wider data bus, D0, D0-D3 or D0-D7 for data transfer.

Our chip is packaged on a 153-ball BGA with 0.5 mm pitch, 0.3 mm diameter ball,
lead- and halogen-free (Figure 5.25).

g fmr nm
pqs:mui ws
ax om0 o
@ & (=

-é*ﬁ P&

. DRAM Commend / Address () DRAM Data10 () SLCNAND Commend / 10

@ Pover (DRAM : VDD,VDDQ / NAND :vCC) () Ground (VSS,VSSQ )
Figure 5.25: Mapping Schematic Balls of the HOIDP4GG4JJMCGR Hynix eMMC

We noticed, by performing reverse engineering under tomography control, that even
if the data sheet indicates common bead values (VSS, VDD) they may not be intercon-
nected on chip (different GND domains). Thus on some models of eMMC, the internal
VSS are not connected to the external VSS. In order to write on the eMMC, it is essential

to link the internal and external VSS to the ground to avoid creating an electrical charge

that can destroy the chip.
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We now present the manufacturing steps of our prototype which allows us to perform
our MIM attack.

5.4.2 Steps of the Prototype

Our study focuses on the steps of a new MIM attack on the eMMC, but these steps
can be used for other BGA-components (CPU or crypto-chips). We illustrate here new
capacities of adhesives. This platform aims to provide (reading/writing) access to data

exchanged between the phone controller and its non-volatile memory (Figure 5.26).

B | 5333
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[ 44
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Logic Analyzer

Figure 5.26: Our MIM Attack Using Two Levels of BGA: (L) Low-temperature, (H)
High-temperature

The prototype we have developed enables us to interface several types of devices (logic
analyser, FPGA, oscilloscope, injection computer, etc.). The choice of the hardware
interface depends on the investigators’ needs during their reverse engineering operations.
In this case, we first present an interface with a computer for analysis, making it possible
to make the injection and modification of the data in the memory. In a second step, we
perform the interface with a logic analyser in order to characterise the real-time exchanges

between the CPU and the memory.
The re-working process we used was in several steps, as follows:

Step 1: Cleaning the receiving PCB, using a soldering iron tip to clean it (Figure
5.27a).

Step 2: High-temperature reballing (250 °C) of the PCB except the balls we want
to observe (CMD, CLK, VSS, VCC, VCCQ (DRAM), VDD (DRAM) and DO0) (Figure
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5.27b).
J
Wi @ : & &
g e
/o e svay
T AL mne 800w e s
(a) Step 1: Cleaning the Receiver PCB (b) Step 2: High Temperature Reballing

Step 3: Depositing electrically conductive adhesive using a micro-instrument on the

balls we want to observe (Figure 5.28).

Figure 5.28: Step 3: Depositing ECA

Step 4: Attaching wires to the ECA (Figure 5.29a). The wires we use have a cross
section of 30 ym and are self-insulated copper (AMETEK ECP). We use ECA instead of
high-temperature solder balls because of the viscosity that allows a more easy insertion of
the wires inside the ball (without creating deformation). It may be possible to directly use
a PCB flex, but the precision is limited for CPU attacks whose balls are very close. Our
low-cost technique can be executed quickly on all components bypassing this difficulty

and without design phase.

(a) Step 4: Attaching Isolated Wires (b) Step 5: Instantly Fixing Wires

Step 5: Fixing wires with UV adhesive (Figure 5.29b). The goal here is to prevent the

wires from interfering when positioning the eMMC. We note that UV adhesives cannot
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withstand the re-soldering temperature, so the only goal is to make instant and mouldable
fixing wires. This adhesive will allow insertion of the second adhesive (step 6), which will

withstand the reflow temperature.

Step 6: Fixing wires between the balls with TCA (Figure 5.30). Here the setting
rate is longer than UVA’s (step 5) but thermal conductive adhesive will withstand the

temperature.

(a) Fixing Wires With TCA (b) Global View

Figure 5.30: Step 6: Fixing Wires With TCA and UVA

Step 7: eMMC Low temperature reballing using the technique in chapter 4 (Figure
5.31).

- RN o
(a) Stencil Positioning (b) 42Sn/58Bi Paste Being
Applied

(c) Balls Agglomerated

Figure 5.31: Step 7: Low Temperature Re-Balling Technique

Step 8: Positioning the eMMC on the PCB through the soldering BGA station. At
this stage high temperature balls now interface with low temperature ones. This follows

the application of the low temperature curve re-soldering (Figure 5.32).
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(a) BGA Station (b) Positioning the eMMC Beads

Figure 5.32: Step 8: Using the Soldering BGA Station

Step 9: Checking the final position by 2D X-ray (Figure 7.18).

Figure 5.33: Step 9: X-ray to Check the Position

Step 10: Restarting the reassembled phone (Figure 5.34) and manipulating the data.

(a) SD Bus Connection (b) Pin-out Dies

Figure 5.34: Step 10: General View of the Prototype

The objective is the reading of the eMMC, re-injection of the modified data in the
eMMC, restarting the phone, etc. It should be noted that real-time editing of data (e.g.
data modifications via script) would not be by connecting low and high temperature balls,

but by connecting each of the components to an intrusive piece of electronic equipment
(FPGA).
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5.4.3 Reading Phase in Forensic Conditions

To read the eMMC we connect our cables (Io, VDD, etc.) to an SD adapter. This

adapter is connected to a write blocker (forensic mode) as shown in Figure 5.35.

Figure 5.35: Reading Phase Process: BlackBerry 9790 PGP

We connect the blocker to the computer via USB and use analysis software in order
to extract the memory. Note that we need to power the phone via its USB port as the
power provided to the eMMC via SD adapter is not enough (loss in the PCB). At the end
of this step, it is possible to turn on the phone and to make changes on all the internal
elements related to embedded cryptography. For example, the reading phase takes about
2 minutes for an 8GB eMMC BlackBerry 9790 memory.

Subsequently, it is possible to perform a complete readback of the memory almost
simultaneously. This new reverse-engineering method is a considerable time-saver for the
investigator who, before this system, had to re-ball and solder the components between
each reading. In addition, we have shown in the previous chapter that the temperature
applied during the soldering operations had an impact on the memory’s operation. Thus,

our MIM attack aims to also preserve the integrity of memory cells without thermal stress.

5.4.4 Injection Phase

In the previous step, the investigator had the possibility to modify internal phone data
(cryptographic application, password, etc.). The investigator (performing the reverse
engineering) usually needs to directly modify the binary data of the memory and watch
the influence of its modifications when the phone re-starts. Therefore, to inject the
new image in the eMMC we do the same mounting as above but without the write
blocker (Figure 5.36). The electrical power to the phone should always be via USB. The
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injection has now been performed correctly. For example, the injection phase lasts less
than 2 minutes for an 8 GB eMMC memory and only a few seconds if the change does

not affect the entire memory (a few bytes).

Figure 5.36: Reinjection Phase in the eMMC: BlackBerry 9790 PGP

The complete reverse-engineering of the system can therefore be achieved by combining
the reading and injection phases while being able to see the influence of the changes when
the phone is switched on. Since the component no longer needs to be unsoldered, the
operations can be successfully carried out several hundred times without compromising

the system integrity.

5.4.5 Tracking Signals Using a Logic Analyser or an FPGA

The two previous steps use a reading and writing device with the MIM interface.
But we can also interface an FPGA or a logic analyser in order to have real-time crypto-
information. As shown in the photo in Figure 5.37, techniques using adhesives can enable
us to spy on the exchange of information between the controller and the eMMC in real
time. In our example, we listened only to IOy because only this cable is fixed on by

adhesive.
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Figure 5.37: Tracking Signals Using a Logic Analyser or an FPGA

We can achieve this by listening on all IO and also performing this operation on
the CPU or RAM to characterise all real-time exchanges. This global method gives us
complementary information to that of the simple memory data modifications. We have
therefore set up in this thesis several means of characterisation of the security system by

changing the device according to the needs of the investigator.

5.4.6 Conclusion of the Experiments

Laser attacks, electric probing (chip-on), soldering, and re-soldering attacks (chip off)
are very powerful level 4 methods. However, they quickly become time-consuming when
the forensic investigator needs to make numerous changes of encrypted data or to make
several change injections to characterise the secure system. These two methods are

therefore preferred in the routine.

This study is twofold. It first introduces the multiple properties of adhesives (electri-
cally conductive, thermally conductive, and electrically insulating curable by UV) and
their concrete possibility to solve significant and long-standing hardware forensic chal-
lenges. Then the study successfully applies the adhesive capabilities to propose a memory
man-in-the-middle platform. This platform is intended to provide advanced access to the
inspected devices: easy access to the memory content (reading/writing), but also data

exchange live analysis and manipulation.

This method is currently used by the IRCGN experts for the reverse-engineering of
secure systems. This method has the advantage of being able to be applied on any type
of BGA components and its implementation becomes trivial if the technique is mastered.
The cost of setting up the attack is actually reduced to the purchase of solder paste,

conductive and insulating glues, micrometric connection wire and BGA mask. It should

125



Chapter 5. Adhesives in Advanced Forensics Data Extraction

be noted that it is the frequency and the number of required channels observed that will
drive up the cost. The final cost will be dependent on the interface equipment: FPGA,

oscilloscope, spectrum analyser, logic analyser, real-time processing unit, etc.

In chapter 6, we will discuss methods dealing more with repairing components damaged

as a result of disasters (bombing, air crash).
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Polymeric adhesives are of interest in the digital forensics domain. They can be used
to perform more or less complex repairs or even to realise advanced man-in-the-middle
attacks in order to carry out reverse engineering of secure systems (chapter 5). The main
aim of this chapter is to develop a technique that makes polymeric adhesives sensitive to
laser decapsulation attacks while decreasing the laser power deposited during ablation.
Indeed, when the investigator has a mobile phone that has suffered a shock, bonding
wires are generally the first impacted. These must be made operational again in order
to proceed with the phone’s analysis. However, current techniques are very difficult to
implement for the repair of bonding wires without causing irreversible damage to the

component.

The aim of this work is to develop a protocol that can be used for the micro-repair of
broken bonding wires in areas where traditional techniques using the wire-bonder are not
applicable or are likely to create additional damage to neighbouring bonding wires. This
chapter shows how to make conductive bonding, using Electrically Conductive Adhesive
(ECA), with an accuracy of 15 micrometres. This chapter led to the deposit of two

industrial patents.

6.1 Context

As a rule, Electrically Conductive Adhesives (ECAs) are not very sensitive to laser
decapping attacks. For it to have an effect on the ECA, it is necessary to strongly increase
the power of the laser in order to increase the amount of absorbed energy. However, an
excessive increase of this energy deposit can have devastating effects on the memory
component (destruction of the bonding wires, radiation damage and interactions on the
silicon chip). In some forensics cases encountered, the investigator may have to resort to
laser or chemical decapsulation [Staller, 2010] in order to proceed with the repair of the
broken bonding wires, reverse engineering, or chip-on method to read the memory. This

laser /chemical decapsulation can create the risk of destroying bonding wires (Figure 6.1).
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Figure 6.1: SEM Images of Broken Copper Wires After Complete Decapsulation (Laser
and Chemical) [Kor et al., 2014]

This damage can occur in three ways. The first is when the laser or chemical is used

on the package to expose the bonding wires (Figure 6.2).

AccV SpotMagn Del WO =" 100m
300kVID 350 Sk 17 (Ca458) Ag-based laser + plasma

Figure 6.2: SEM Image of Attacked and Broken Wire [Kerisit et al., 2014a]

The second is when the investigator manipulates the probes to contact the bonding

wires for the realisation of a forensic dump (Figure 6.3).

Figure 6.3: Image of Broken Wire After Probe Manipulation

The third is destruction resulting from a terrorist attack, an air crash, a violent car/bus
accident, defenestration, a deliberate destruction act by the perpetrator of a crime during

arrest, brawling, fire, etc.
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The repair of the bonding wires is therefore a very complex and indispensable step
which entails a risk of further destruction. As we saw in chapter 3, component repair is
part of the investigator’s work. The repair of the damaged memory component allows the
investigator to return to the stage of a simple undamaged mobile phone analysis without
having to do the micro-reading technique (Figure 3.35). For forensic day to day cases,
the micro-reading (using FIB and SEM) is a long, expensive and one-time technique,

which is why the investigators reserve it for operations of reverse engineering.

6.2 Purpose of the Developed Technique

The main aim of this section is to develop a technique allowing us to vary the ab-
sorbance of our target matter (polymeric adhesives) which will have an immediate and
fundamental influence on the equation of heat. To vary the absorbance, we can experi-

ment on two parameters, as shown in chapter 3 and in equations 6.1, 6.2 and 6.3.

o TELED Gy 5 0) = Q. z)  (6)
A _a

Q(z,y,2,t) = (1 — R)I(z,v, t)fe L*® (6.2)

A= Zn:Ai(E/\,i,l = 1cm,ci) (63)

i=1

First parameter: we can experiment with the concentrations of the mixture com-
ponents by adding pigments or dyes. With this first factor of influence, we will vary the
absorbance of the ECA by adding either dyes or pigments of different concentrations.
The goal is to make the ECA sensitive to laser decapping attacks and decrease the laser

power deposited.

Second parameter: we can also experiment on the selection of pigments or dyes
with a high molar extinction coefficient at the wavelength A\ = 1064 nm (corresponding
to the wavelength of our ablation laser). For this second factor of influence, we will select
the pigments or dyes with the highest molar extinction coefficients at the wavelength
A = 1064 nm.
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6.2.1 Materials
6.2.1.1 Electrically Conductive Adhesives: EC151L

ECA consists of an organic/polymeric binder matrix and metal filler. The ECA that we
studied, Polytec EC151L", is a 100% solid, two components, electrically conductive epoxy.
This ECA is suggested for electrically conductive bonding and coating applications. The
pot life at 23 °C is 2 days and the viscosity is 4800 mPa.s at 23 °C. The minimum bond line
cure schedule is 60 minutes at 90 °C, 15 minutes at 150 °C and 40s at 180 °C. The thermal
properties give a 400 °C degradation temperature, and between —55°C and 300 °C for
the intermittent temperature. The special chemistry of this epoxy also allows rapid cure
cycles at higher temperatures and will withstand reflow and wire bond processes up to
300 °C.

6.2.1.2 Laser IC Decapsulation

The Laser IC decapsulation we used is the one described in section 3.2.4.2. We use in

this chapter laser attacks on the wavelength A = 1064 nm.

6.2.2 Theoretical Method
6.2.2.1 Theoretical Study of Main Pigments and Dyes

There are two types of colouring matter: dyes and pigments (Table 6.1).

The dyes (soluble in solvents and substrates) can be separated into 25 classes accord-
ing to the chemical groups present in the molecule of the dye [Waring and Hallas, 2013].

The best known families are the Azo, Anthraquinone, Indigo and Xanthene dyes.

The pigments (not soluble in solvents and substrates) can be separated into two main
families: organic pigments [Herbts and Hunger, 2004] and inorganic pigments [Buxbaum, 2008].
Organic pigments can also be separated into two subfamilies: organic Azo pigments
(Monoazo, Diazo, Beta-Naphthol, Naphthol AS, Benzimidazolones, etc.) and Polycyclic
Non-Azo organic pigments (Phthalocyanine, Anthraquinone and Perylene pigments). In
the family of inorganic pigments we find iron oxide (Fe,Og), chromium oxide (Cry04),

carbon black and mixed metal oxides.

"http://www.polytec-pt.com/int/products/epoxy-adhesives/electrically-conductive-adhesives/
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N Pi Cre03, Carbon
N 1gments .
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@/\j Le‘fe\/z ! Organic Azo Pigments )
Organic /
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Polycyclic non-azo
Organic Pigments
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Table 6.1: Synthesis of the Two Types of Colouring Matter

6.2.2.2 Choice of Our Dye and Pigments

As shown by the calculation of the absorbance (Equation 3.7), the molar extinction
coefficient at the wavelength A plays a major role in the calculation of the total absorbance
of the mixture. We have therefore looked more closely at the reflectance spectrum (the
complement of the absorbance at zero transmittance) of several dyes at the wavelength

A = 1064 nm, using an infrared spectrophotometer.

The reflectance spectra were acquired from 320 to 2500 nm, step 1 nm. We have
selected Indigotin (C;gH;)N5,O,) [Leona et al., 2004], Eriochrome Black T and Sudan
Black because their NIR (Near Infrared) reflectance spectra show high absorbance at
the 1064 nm wavelength. As an example, Indigotin (C,3H;,N,0,) has the reflectance

spectrum on Figure 6.4.

By contrast, we did not select Maya blue pigment [Leona et al., 2004] because its NIR

reflectance spectrum (Figure 6.4) shows a small absorbance at the wavelength 1064 nm.

131



Chapter 6. Laser Attacks on Pigmented ECA
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Figure 6.4: Indigotin (C,4H;(,N,0,) and Maya Blue Reflectance Spectra, 1064nm

We note here that for 1064 nm the absorbance of Indigotin is better than the ab-
sorbance of Maya blue. Thus, when using our laser, a mixture of our glue with Indigotin
will be theoretically preferable for a better laser—material interaction (which our exper-
imental results confirm). Similarly, if we look at the NIR reflectance spectrum of Maya
blue pigment, we observe a better absorbance at 1920 nm wavelength than the Indigo
(Figure 6.5).

Maya blue
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Figure 6.5: Indigotin (C,3H,,N,0,) and Maya Blue Reflectance Spectra, 1920 nm

Thus, if we now use an ablation laser at 1920 nm wavelength, a mixture of our glue with

the Maya blue will be theoretically more interesting for a better laser (1920 nm)-material
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interaction. A form of attack selectivity can even be implemented with laser attacks. Here
we find an analogy with attacks with acids. Indeed, certain mixtures of acids make it
possible to create a layer of passivation (protective layer) and therefore to be selective
on the target to be destroyed. As discussed in chapter 2, a mixture of fuming nitric acid
with a 100% concentration (3 volumes) and sulphuric acid with a 100% concentration
(1 volume) is an example of selective mixing. The first theoretical results show the
possibility of using pigments and dyes with conductive glues. Let us now look at their

practical implementation.

6.3 Experimental Results

6.3.1 Experimental Method

All our experiments were carried out with a specially defined protocol in order to
quantify the effectiveness of laser interference on our target material that we prepared.

In this part we performed all our tests in the following way:

e The first step is the Production of mixtures with different concentrations of pig-

ments and dyes.

e Laser attacks with fixed power settings: 40%, 50%, 60%, and 70% of the maximum
laser power (30 W) (Figure 6.6a).

e Finally the last step is the Measurement of the average ablated depth using a

focal plane microscope (Figure 6.6b).

=] Monitor{Z] ( Total magnification : 145X )

. iy

(a) Glue mixtures with different concentra-  (b) Measurement of the average ablated
tions of pigments and dyes under the laser depth using a focal plane microscope

Figure 6.6: Experimental Protocol
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6.3.2 Interaction Results (1064 nm Laser-EC151L) Without Dye and
Pigment

In the first experiment we applied the protocol directly to the ECA adhesive with 0%
dye or pigment. We made 4 patterns, 500ms, 15kHz, (Figure 6.7a) with: Pattern 1,
4 ablation passes with the laser at 40% of its maximum power; Pattern 2, 4 ablation
passes with the laser at 50% of its maximum power; Pattern 3, 4 ablation passes with
the laser at 60% of its maximum power; and Pattern 4, 4 ablation passes with the laser

at 70% of its maximum power.

| I VYA VAT TS T TV 2T N S 2T

(a) Laser power: 40% top left, 50% top (b) Measurement of the average ablated
right, 60% bottom left, and 70% bottom  depth using a focal plane microscope
right

Figure 6.7: Laser Interaction on ECA Without Dye or Pigment

Our experimental results (Figure 6.8) show that without dye and with laser power
below 50%, the effect of the laser is nearly zero on the glue (less than 20 pm).

200 .
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25 -{-*- dye, pigment = 0%
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Percentage of the maximum laser power

Figure 6.8: Without Dye and Pigment: Measurement of the Average Ablated Depth
(Averaged Over 5 Measurements) Using the Focal Plane Microscope
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An increase in laser power, above 50%, can have adverse effects on silicon chips. Thus,
the aim of this work was to make the glue sensitive to the laser for laser powers below

50% of the maximum laser power and thus protect the silicon chip.

6.3.3 Interaction Results (1064 nm Laser-EC151L) With Indigotin Dye

In this part we made mixtures of ECA with several concentrations of Indigotin (C;5H;(N5O,)
dye (Figure 6.9). Our experimental results (Figure 6.10) show that the dye has an im-

mediate effect on the ablated depth, and this even at 40% of the maximum laser power.

Figure 6.9: (Left to Right), Bottom:
of Indigotin Dye

250 | p—
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< 50f V,:/ J1-2-indigo = 8.5% |
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Figure 6.10: Indigo: Measurement of the Average Ablated Depth (Averaged Over 2
Measurements) Using the Focal Plane Microscope

With an 8.5% mass percentage of dye in our glue we multiplied the ablated depth by
a factor of 1.8 (40% laser power) compared with our glue without dye. With a 25% mass
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percentage of dye in our glue we multiplied the ablated depth by a factor of 2.5 (40%
laser power) compared with our glue without dye. We noted that mixtures below 5% dye
have no effect on the ablated depth. Mixtures above 30% have the effect of rendering the
adhesive very pasty and therefore very difficult to apply, and caused the glue to set too
quickly without giving us enough time to apply it.

6.3.4 Interaction Results (1064 nm Laser—-EC151L) With Eriochrome
Black T Pigment

In this part we made mixtures from our ECA glue (151L) with several different con-

centrations of Eriochrome Black T pigment (Figure 6.11).

Figure 6.11: (Left to Right) 0%, 12%, 36%, and 60% of Eriochrome Black T

We noted that the Eriochrome Black T had an immediate effect on the ablated depth

(Figure 6.12) even at 40% of the maximum laser power.

With a 12% weight percentage of Eriochrome Black T in our glue, we multiplied the
ablated depth by a factor of 1.8 (to 40% laser power) compared with our glue without
pigment. With a 36% weight percentage of Eriochrome Black T in our glue we multiplied
the ablated depth by a factor of 2.5 (to 40% laser power) compared with our glue without
pigment. With a 60% weight percentage of Eriochrome Black T in our glue we multiplied
the ablated depth by a factor of 2.8 (to 40% laser power) compared with our glue without

pigment.

We noted that mixtures below 5% of Eriochrome Black T have virtually no effect on
the ablated depth. Mixtures above 60% have the effect of making the glue very pasty,
granular and very difficult to apply, as well as causing the glue to set very quickly without

having time to apply it.
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Figure 6.12: Eriochrome Black T: Measurement of the Average Ablated Depth (Averaged
Over 2 Measurements) Using the Focal Plane Microscope

6.3.5 Interaction Results (1064 nm Laser—EC151L) With Sudan Black
Pigment

In this part we made mixtures of our ECA glue (151L) with several different concen-

trations of Sudan Black pigment (Figure 6.13).

Figure 6.13: (Left to Right, Top: 0%, 1.5%, 7.5%,15%, Bottom: 25%, and 35% of Sudan
Black Pigment

We noted that the Sudan Black has an immediate effect on the ablated depth (Figure

6.14) even at 40% of the maximum laser power.

With a 7.5% mass percentage of Sudan Black in our glue we had no influence on the

ablated depth (at 40% laser power) compared to our pigment-free glue. The effect began
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at 50% laser power. Indeed, with a 7.5% mass percentage of Sudan Black in our glue we

multiplied the ablated depth by 3.5 (to 50% laser power) compared to our glue without

pigment.
I I I I T ///,,é
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Figure 6.14: (Left to Right, Top to Bottom) Sudan Black: Measurement of the Average
Ablated Depth (Averaged Over 2 Measurements) Using the Focal Plane Microscope

With a 15% mass percentage of Sudan Black in our glue we multiplied the ablated
depth by a factor of 3.5 (at 40% laser power) compared to our glue without pigment.
With a 25% mass of Sudan Black in our glue we multiplied the ablated depth by a factor
of 5 (at 40% laser power) compared to our glue without pigment. We noted that a major
effect of Sudan Black was to make the normally electrically conductive glue electrically

insulating with 5% or more mass percentage added.

6.4 Direct Forensic Application: Repair of a Broken Bond-
ing Wire

We now present a concrete example of application on an eMMC type memory. A laser
decapsulation was performed (Figure 6.15) in order to access the bonding wires (the goal

was to do nanoprobing).
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Figure 6.15: Bonding Wire Access After 1064 nm Laser Decapsulation

When performing the nanoprobing, the micro-probe broke a bonding wire (Figure

6.16) in an area where repair would be very complicated due to the bonding wires being
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Figure 6.16: Micro-Probe Bonding Destruction

close together.

Given the high density of bonding wires in the immediate vicinity, it is very difficult
to recreate the bonding wire using the wire-bonder station without the risk of destroying
the neighbouring bondings. Using a micro-instrument, a thin layer of conductive glue

containing 36% Eriochrome Black T (Figure 6.11) was applied to the area Figure 6.17):

Figure 6.17: Application of the Pigmented ECA

To remove the excess ECA, which creates false contacts between the bonding wires,

we superpositioned a mask that defined the path of the laser beam (Figure 6.18).
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Figure 6.18: Mask Superpositioned to Define the Laser Beam Path

We applied between the bonding wires, 4 passes of the laser (Figure 6.19) with 40%
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Figure 6.19: Repair Result After 4 Passes of the Laser at 40% of the Maximum Power
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Our protocol allowed us to separate different conductive zones and isolate them. The
repair was effective and the memory re-run was successful. The technique that we have
developed allows us to repair the bonding wires with an accuracy of the order of 15 pm.
We cannot go below 15 nm because we reached the limits of the precision of our laser. A

superior laser would allow repairs below 15 pm.
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6.5 Discussion of the Experimental Results

6.5.1 Limit of the Amount of Dye and Pigment on the Structure of the
Adhesive

We found experimentally that we could not go on increasing the quantity of dye or
pigment in the glue mixture. Our theoretical study showed us that a greater quantity
of dye or pigment produced more effective laser ablation, and that we could reduce the
power of the laser. But we found in practice that there was a threshold beyond which
the behaviour of the glue mixture changed. The glue became difficult to model for
micrometric applications. For large concentrations of dye or pigment, the adhesive also
lost its conductive properties. Thus, since the maximum quantity of dye and pigment is

limited experimentally, we cannot indefinitely reduce the energy deposited by the laser.

Sudan Black is not a good pigment for use in conductive conditions. Indeed, even if
the effect of the laser is significant at 40% of the maximum laser power, we noted a total
loss of the conductivity of the glue mixture. However, this loss of conductivity can be

used to carry out isolation operations and then laser modelling (inverse operation).

6.5.2 How to Choose Between Pigment and Dye?

The indigo dye tended to create dye clusters while the Eriochrome Black T blended
uniformly (Figure 6.20).

Figure 6.20: Eriochrome (Left), Indigo (Right)

When the laser attacks an indigo dye bubble (area where the molar extinction coeffi-
cient at the lambda wavelength is important), it created a cavity that was much larger

than the area we wanted to ablate (Figure 6.21).

Thus the use of Eriochrome Black T is recommended for precise ablations because the
pigment creates a uniform zone in which the molar extinction coefficient at the wavelength

is increased in comparison to our glue without pigment.
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Figure 6.21: Eriochrome (Left), Indigo (Right): Cavity After Laser

6.6 Conclusion of the Experiments

Now that we have characterised and optimised the energy deposited during laser at-
tacks by the dyeing and pigmenting of the ECA, we want to apply these methods on two
other types of adhesives: Thermally Conductive Adhesives (TCA) and UV-Adhesives
(UVA). Unfortunately, UVA is quite challenging to work with because the pigments/dyes
do not allow the ultraviolet radiation needed for curing to penetrate and consequently

they do not allow the glue to set.

The repair of bonding wires is actually a very complex step which entails a risk of
further bonding destruction. The goal of this chapter is to propose a method that couples
pigments and dyes mixed with electrically conductive adhesive (ECA) with the precision

of the ablation laser for the repair of damaged bonding wires.

This study is dual. It first introduces the interaction properties between ECA and 1064
nm laser decapping attacks. A new technique was developed using an ECA—pigment mix-
ture and the study was successfully applied to the forensic micro-repair of wire bonding.
The technique that we developed allows us to repair the bonding with an accuracy of the

order of 15 pm.
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As we saw in chapter 3, total transplantation is the only solution available to the
investigator when recovering data from an encrypted phone damaged after an air crash,
accident or an attack. However, with the arrival of new cryptographic components and
modern Package On Package (PoP) processors, the conventional transplant technique is
reaching its limits. We propose in this chapter a new method of transplantation that we
call: PoP chip-off/TCA method. This method is now applicable to new generations of
encrypted phones (BlackBerry, iPhone, Samsung, etc.).

7.1 Background and Limits

7.1.1 What is a PoP Component?

Package on Package is a new semiconductor packaging process consisting of the stacking
of two or more dies (memory die, CPU die, RAM, etc.) on top of one another (Figure
7.1)L.

Bonding Wire
Mold Resin Die

Solder Ball Substrate

Die
Figure 7.1: Package On Package Component Principle

The technology combines a vertical component, where two or more Ball Grid Arrays

(BGAs) are stacked. As evidence, manufacturers are now increasingly adhering to this

https://electronics.stackexchange.com
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technology (Apple iPhone 6S uses A9 APLO0898 processor and Micron DRAM):
e BlackBerry Z10 (Figure 7.2a) uses Qualcomm MSM8960 Snapdragon S4 Dual-core
1.5 GHz Krait CPU stacked to 2 GB RAM.

e Samsung S7 edge (Figure 7.2b) uses Qualcomm Snapdragon 820 processor and SK
Hynix HOKNNNCTUMU-BRNMH 4 Go LPDDR4 SDRAM.

(a) BlackBerry Z10 PoP CPU: CPU (bot- (b) Samsung S7 edge: Qualcomm PoP pro-
tom) and RAM (top) cessor

Figure 7.2: BlackBerry and Samsung Stacked CPUs

e BlackBerry 9900 (Figure 7.3) uses a single core, 1200 MHz, QC 8655 CPU stacked
to 0.75 GB RAM.

||Illllillll
(a) Bottom CPU BGA on ) CPU via connection ) CPU and RAM junc-
PCB tlon
(d) RAM BGA on the ) Middle RAM bonding Top RAM bonding

CPU eres wires

Figure 7.3: BlackBerry 9900 PoP CPU X-ray Images

Manufacturers are increasingly using PoP components to save space on the electronic
board. The race for optimisation is an important factor that reduces production costs
and decreases the weight of the phone. But the main advantage is the increase in the
level of secret information that no longer passes through the printed circuit, but directly

inside the chip of the package.
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7.1.2 Traditional Techniques and Their Limits

The traditional BGA unsoldering technique (chapter 3) quickly reaches its limits and
leads to the destruction of the PoP component (Figures 7.4b and 7.4c). The mechanical
forces exerted are too important (coefficient of thermal expansion o and Hooke’s law,

Equation 7.1).

2sin tan_l(g)

5 with Ae = AaAT (7.1)
x

radius of curvature =

Those forces create false internal contacts making the component unusable (Figure
7.4d).

(@)

Unbended

(&)

Bonded
e __-\

(e)

(c) BlackBerry Z10 PoP CPU: CPU on the (d) BlackBerry Z10 PoP CPU After Chip-
(bottom), RAM (top) Off (X-ray Image)

Figure 7.4: Chip-Off PoP CPU Destruction and Hooke’s law

Similarly, the lapping technique is not applicable because of the electronic components
that face each other on the PCB (Chapter 3). The lapping would either destroy the
memory or destroy the CPU. Knowing that encryption keys are in these two components,

the method is no longer applicable.
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7.2 PoP Chip-off/TCA Adhesive Method

7.2.1 High Temp Thixotropic Thermal Conductive Adhesive (HTTTCA)

This polymer family is designed to dissipate heat [Felba, 2011, Falat et al., 2007]. Gen-
erally, this adhesive covers memory components and CPUs to reduce chip heating and
improve sturdiness, which makes chip-off analyses considerably more difficult. The ther-
mal conductive adhesive studied in this thesis, Polytec TC430%, consists of two compo-
nents: a resin and hardener. The mixing ratio by weight is 100 resin units for 4 hardener

units (Figure 7.5).

Figure 7.5: Resin (Left), Hardener (Right)

Viscosity at 23 °C is 13000 mPa.s and minimum bond line cure schedule is 60 minutes
at 100 °C and 15 minutes at 150 °C. The pot life at 23 °C is 2 days, which allows us
to make alterations. The degradation temperature is 400 °C (later in this chapter we
will show the fundamental importance of this information). Another suitable interesting
property is that TC430 is a thixotropic consistency paste. A fluid or material is said to
be thixotropic if, under constant stress (or gradient of velocity), its apparent viscosity
decreases with time. In addition, TC430 will not expand with the increase in temperature,

which is a major advantage in the transplantation of PoP components.

7.3 Method

7.3.1 Applied Method

The new PoP chip-off/TCA method can now be described in steps. This process

is necessary for transplantation, when there are no alternative ways to de-solder PoP

2http ://www.polytec-pt.com/fileadmin/user_uploads_Polytec-PT/home/documents/Polytec_Klebstoffe_
ENG/Polytec_TC_430_engl .pdf
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components. The process used was realised in steps, as follows:

Step 1: Identification of the components that need to be transplanted. It is not
necessary to transplant all the components, as many of them are unnecessary. Before any
transplantation, it is necessary to understand the security mechanisms inside the phone
by hardware/software reverse engineering. When a phone has been damaged, many
small electronic components can be the cause of the malfunction that led to the forensic
transplant. To minimise the risk of transplanting defective electronic components, it
is necessary to transplant only the essential components to recover the forensics data

(memory components, CPU, and cryptographic chips).

Step 2: X-ray tomography is performed to verify that the components to transplant
are not destroyed, that all bonding connections are undamaged (Figure 7.6), and that

there is no silicon fracture.

Figure 7.6: eMMC Memory Broken Bonding Wire

In the forensic cases encountered (crash, accident, attacks) this step is often essential
because verification of the component’s physical aspect makes it possible to avoid irre-
versible destruction (and thus loss of data) typically due to a broken bonding wire (false

contact) or to silicon weakened during the impact.

Step 3: With a micro-tool, the High Temp Thixotropic Thermal Conductive Adhesive
(HTTTCA) can be applied into the stack (between the RAM and the CPU) (Figure 7.7).
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(b) PoP With HTTTCA in Between Stack

Figure 7.7: Application of the HTTTCA

Once the adhesive has been applied, the adhesive must dry according to the manu-
facturer’s data. As the glue is thixotropic, it will not build up pressure (expand) during
the drying process. There is hence no risk of breaking off the stacks and destroying the

electronic component.

Step 4: A classic unsoldering process (chip-off) [Breeuwsma et al., 2007] is applied to
all the necessary components to be transplanted (Figure 7.8). The components required

for forensic transplantation are those determined at the end of Step 1.

(a) Memory Chip-Off (b) PoP Processor Chip-Off

Figure 7.8: Chip-Off: Classical Process

Step 5: The PoP must be checked for stability by using X-ray tomography (Figure
7.9). The main advantage of the technique proposed in this chapter is the ability to realise
the chip-off technique without creating false contacts between the balls and between the
different levels of the PoP. This step is essential to verify that the technique has been

performed correctly.
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Figure 7.9: X-ray Control to Ascertain That the PoP Component Has Not Moved

Step 6: Clean the chip using a soldering iron and remove the flux. Once this is done,
apply the low-temperature reballing step process. It is advisable to solder with a low
temperature paste to minimise the thermal shock applied to the electronic component.
Re-soldering with a high temperature paste is possible but riskier and/or potentially
damaging to the component. It is important to remember that the component has
already undergone a major shock during a traumatic incident and must be considered as

already fragile.

Step 7: The donor board is prepared by removing the necessary components deter-
mined in Step 1. The main board’s components will be soldered (Step 9) in its PCB’s
gap position. The components can be removed (Figure 7.10) either by de-soldering using

the conventional chip-off technique, or by lapping.

92009060
00000006
0000006060

Figure 7.10: Donor Board eMMC Gap Position

This step is important because no other components of the donor board should be
damaged. The choice of one or the other method must be reflected upon judiciously to
obtain a perfect donor board. Thus, in the case of heat-sensitive components, the lapping
method will be preferable. However, when components are located in a high density area

and these are sensitive to mechanical stress, the chip-off technique would be preferable.
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Step 8: Re-attach, with a low temperature, the main board’s components onto the

donor board using a BGA station or manually (chapter 3).

Step 9: Using X-ray tomography, it must be verified that the components are well
reworked on the donor board and checked that there are not false electrical contacts
between balls (Figure 7.11).

Figure 7.11: Soldering Confirmation on the Donor Board

This step allows us to verify that each ball is properly soldered. Note that an acciden-
tally grounded output may destroy the component, as would a short circuit.

Step 10: Finally, the donor phone’s components can be installed (screen, keyboard,
etc.) and the phone turned on for forensic investigations. This stage confirms the suc-
cessful completion of the forensic transplant. If this step is satisfactory, Step 1 will no

longer need to be carried out for a phone of the same model (or GPS, etc.).

However, if Step 1 has been incorrectly performed, the phone will not boot, or anomaly
indicators will appear (blue screen or others). These indicators will be the sign that all
the necessary components have not been properly transplanted (e.g. cryptographic chips,

CPUs, memories, etc.).

Finally, if the phone still does not boot even if Step 1 is performed correctly, Step
2 must be looked at more closely to find the malfunction. If the defective component
is an essential component of Step 1, then it will be impossible to perform the forensic

transplant.
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7.4 BlackBerry 9900 PGP Transplantation

7.4.1 BlackBerry PGP Cryptography Process

The first step is to select the components to be transplanted. For this, it is essential
to understand the encryption mechanisms used in the 9900 (Figure 7.1). The encryption

mechanisms are described at the BlackBerry website [BlackBerry-Entreprise-Server, 2014].

1
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ECC ECC content | encrypts_ b principal
public private protection encryption
key key key key
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Table 7.1: BlackBerry PGP Key Hierarchy [BlackBerry-Entreprise-Server, 2014]

The encryption mechanism shows us that the hardware encryption key is etched in the
silicon of the CPU, but we cannot physically access it in reading. This key is a kind of

super key that will encrypt a container containing the Ephemeral Key.

The ephemeral key encrypts the ECC private key and content protection key on the
device. This key is itself derived from the unwinding password entered by the user. This
key will also allow investigator to decrypt the content protection key (this key encrypts

user data on the device when the device is locked).
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7.4.2 BlackBerry 9900 PGP Physical Transplantation

Step 1: The study confirms that the processor (containing the hardware key) and the
memory component (containing the encrypted user data and enabling decryption) are

the only two components to be transplanted (Figure 7.12).

Processor

Ephemeral Key
Derived from
Unlock

Password

Content
Protectio

Figure 7.12: Simplified BlackBerry Encryption Process

Step 2: The two components of the main board are then radiographed to check
that the components are not damaged (Figure 7.13). In this case, the components seem

operational on X-ray diagnosis, so the investigator can move on to the next step.

Figure 7.13: BlackBerry 9900 PoP CPU and Memory X-ray Soldering Control

Step 3: A High Temperature Thixotropic Thermal Conductive Adhesive (Polytec
TC430-T) (Figure 7.14) is then applied with a micro-tool. If any underfill is present, it
can then be removed to better apply our adhesive (Figure 7.14c). As soon as the four
sides are glued (Figure 7.14e), the adhesive is left to dry (60 minutes at 100 °C or 15
minutes at 150 °C).

152



Chapter 7. Advanced Transplantation Technique

BLIZOSZ L\
WY RN E
* - TOSWARS

TV st
(a) Adhesive Applied With (b) One Side Glued (¢) Underfill Removed
a Micro-Tool With Micro-Knife

(d) Two Sides Glued (e) Four Sides Glued

Figure 7.14: Step 3: Adhesive Deposited Between the Stack of the PoP CPU

Step 4: The PoP CPU and the memory are then de-soldered using the chip-off method
(Figure 7.15). Blackberry 9900 phones have underfill under the processor and memory

component.

Figure 7.15: BlackBerry 9900 PoP CPU Unsoldering Using Chip-Off/TCA Technique

It is advisable to use the micro-cutting instrument (Ted Pella Micro-Tools) to facilitate
the destruction of underfill glue. Since the temperature is important during the movement
of the instrument, it is advisable not to carry out a pivot movement which could destroy

the component.

The micro-instrument should only perform horizontal micro-movements, which will re-

move the underfill excess and thus facilitate the unsoldering of the electronic component.
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As the degradation temperature of the TC430-T is much higher than the manufacturer’s

underfill, the stack does not move and the PoP remains in perfect condition.

Step 5: X-ray tomography is then performed to confirm that the technique has not
damaged the stacked component. Each of the balls should be checked to confirm that

there is no migration/junction of balls between them.

Step 6: The low-temperature reballing technique is then applied [Heckmann et al., 2016]
(Figure 7.16). The masks are custom made and they perfectly fit the electronic compo-
nent to be reballed. As has been studied in [Heckmann et al., 2016], the thickness of the
mask is an important datum that will determine the quantity of material and therefore
on the thickness of the ball. Thus, for the reballing of a CPU, with a large ball density,
the thickness of the mask (127 pum) will be less than for a memory mask (152 pm).

Figure 7.16: Reballing Process Using Stencil

Step 7: The preparation of the donor board is then carried out (Figure 7.17). In
order not to risk damaging the micro-electronic components located in the periphery
of the memory and the CPU (capacity, etc.), the investigator must first deposit high-
temperature thixotropic adhesive (Figure 7.17a). As much as possible, the donor board
must be protected from the risks of thermal or mechanical shock applied while unsoldering

and soldering.

Then unsoldering can be performed at 290 °C using a micro-instrument in order to
remove the underfill and facilitate unsoldering (Figure 7.17b). A micro-cutting instru-
ment and a heated micro-pane are used to gently remove underfill residues on the board
(Figures 7.17d and 7.17e).

The same process for the processor is used (Figures 7.17f and 7.17g). As the processor
soldering balls are smaller than the memory ones, it is necessary to be even more careful

when cleaning the board. Indeed, the risk here is to tear off tracks present on the PCB
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and thus destroy the donor board. After a final wash with flux remover, the donor board

is ready to accommodate the main board components (Figure 7.17h).

sive

(e) Donor Board Memory Cleaned Location
R g WG

(g) Donor Board Processor Cleaned Location  (h) Donor Board Is Ready to Accommodate
the Main Board’s Components

Figure 7.17: Step 7: Donor Board Preparation

Step 8: The CPU (from the damaged board) and the memory (from the damaged
board) are re-soldered onto the donor board, with a BGA station at low temperature
(150 °C).

Step 9: An X-ray is performed to check that the CPU and the memory have been
properly soldered (Figure 7.18). Once the X-ray shows that there are no false contacts
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between the balls and that they are properly soldered, the investigator can then move

onto the next step.

Figure 7.18: Checking eMMC Positioning and Good Soldering on X-ray

If there is any false contact, the component must be unsoldered, cleaned, re-balled at
low temperature and then re-soldered on the donor board. A check radiograph should
then be taken. If radiography does not reveal any issues, then we can move to the next
step. Alternatively, the process must be repeated. The investigator has now completed

the first part of the transplantation.

Step 10: All previous steps should have been correctly performed. So after having
inserted the different components of the phone (keyboard, screen, battery, etc.), it can
be switched on without risk. The phone should start properly on its boot sector (Figure
7.19). The forensic transplant is successful on this BlackBerry 9900 PGP phone.

== olacKoerry

Figure 7.19: Turn on Transplanted BlackBerry 9900 PGP

If Step 10 is correct, the investigator will be able to use the traditional forensic tech-
niques (used to extract data from undamaged mobile devices) and can perform a tradi-

tional forensic mobile analysis.
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7.5 Discussion

7.5.1 Choice of Adhesives and Limits

At present, mobile phone manufacturers use glue which degrades at about 300 °C. The
key point of this chapter was to use an adhesive with a degradation temperature that was
higher than 300°C. The aim of the manufacturers, using this adhesive, is to facilitate
the thermal diffusion of their components. It provides a means of protection against heat

and thus increases the robustness of the components and their long-term reliability.

At the time of writing this thesis, manufacturers were not using glue with a degradation
temperature of more than 300 °C, as it did not provide an additional thermal advantage
for them. Thus, it would be possible for us to investigate the limits of our method if
high temperature adhesives were to be used. We could quite logically find an initial
solution by putting between the dies of the Package-On-Package component an even
higher-temperature glue. However, it would be necessary not to forget the effect of the
increased high temperature of unsoldering, which would surely lead to the destruction of
the PoP component. It would then be of interest to consider covering the component with

a powerful heat skin and to heat the copper layers of the PCB at a high temperature.

7.5.2 Which Electronic Components Should Be Transplanted?

Transplantation can be a long step, depending on the number of components to be
moved. It is not a question of transplanting all the components, but of making a rigorous
selection. To do this, the reverse engineering of the components must be performed, prior

to the transplant test, to understand the security mechanisms inside the phone.

On mobile phones that have a low level of security (no encryption), the only component
to be transplanted may be the memory. However, as we have just seen, on phones that
embed encryption, such as the BlackBerry, the presence of hardware encryption keys on

the processor make it necessary to transplant the memory and the processor.

Finally, some manufacturers, like Apple, make it necessary to identify the components
that are crypto-paired together on the phone. Thus, we first have to understand the com-
ponents that need to be transplanted: memory, processor and the ID crypto-components

that are used.
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7.5.3 Transplantation’s Limit

We see that transplantation is impossible if the memory component and/or the CPU
and/or crypto chip are affected (fractured silicon). Thus, before any transplantation,
the essential components to be transplanted must be X-ray tomographed to diagnose
the origin of the problem and proceed to the component’s repair, like a bonding repair

(chapter 6), board repair (chapter 5), micro-read (chapter 3), etc.

7.6 Conclusion of the Experiments

Unlike BlackBerry or Samsung devices, the transplantation of Apple devices (iPhone
6S, iPhone 7, iPhone 8 and iPhone X) is quite challenging because crypto-chips are paired
inside the phone’s board (not only memory and CPU). Hence it would be necessary to
learn more about the crypto-chips paired inside Apple systems (BaseBand processor,
Touch ID, EEPROM anti-RollBack and BaseBand flash), and then use the adhesives
techniques to de-solder and re-solder the Apple Package on Package (PoP) electronic
components in order to succeed in iPhones 6S, 7, 8, and X transplantation. This is the

area of our current research.

The transplantation of the latest mobile phones is actually a very complex opera-
tion which entails a risk of PoP components destruction. The goal of this chapter was to
propose a new method called “PoP chip-off/TCA Technique” which allows the unsol-
dering of PoP components without damaging them. More generally, the method assures
a more successful transplantation in new mobile phones. We described the current meth-
ods used for transplanting phones and their limitations. Finally, the new method was
developed and successfully applied to the forensic transplantation of a cryptographically
protected mobile phone: BlackBerry 9900 PGP.
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Conclusion

We have shown in the first lines of this thesis how French law defines and authorises
the use of cryptography and its unrestricted circulation. Cryptography is now part of
our daily lives and each person, conscious of it or not, uses cryptographic means. We
were principally interested in the generalisation of cryptography in a context of judicial
investigations conducted on mobile phones, because they provide a wealth of information

to investigators, ranging from some simple localised facts to a summary of life.

However, as we have seen in recent tragic cases, such as the Germanwings air-crash or
the mass shooting during the San Bernardino attack, investigators have been finding it
increasingly difficult to extract data, due to widespread use of encrypted mobile phones.
This is also true in the context of international narcotics trafficking, assassination, armed
robbery, money laundering or terrorism, in which the leaders of networks or organised
groups deploy batches of ultra-secure mobile phones (for example BlackBerry PGP).
Criminals rely on the encryption to thwart surveillance from the authorities. A triple
layer encryption provides criminals with secure communication and different encryption
standards are used to encrypt, such as 512-bit ECC, 256-bit AES and 2048-bit SSL.
Accessing requires authentication and an established secure server connection (protected
by end-to-end encryption). These companies’ servers are often found abroad and French
investigators cannot access their contents. Indeed, laws of the states in which the servers
are located provide for the impossibility for investigators to examine the contents. More-
over, there are no international agreements in place and companies such as Ennetcom
even specialise in hardware pre-configuration of phones, charging about 1,500 euros per
device, with the camera and microphone removed; this service offers a full end-to-end
messaging encryption. To find evidence, the investigator’s only solution is to bypass the

security of the encrypted phone.

Nevertheless, the information contained in a mobile phone is crucial to investigations
and could be used to thwart terrorist attacks, recreate the itinerary of a murderer (dy-
namic networking), prove the presence of a phone in the perimeter of a crime scene (static
networking, triggering of mobile phone cells), explain the circumstances of a plane crash,

or allow the identification of victims.

In 2017, 93% of the world’s inhabitants used a mobile phone, compared to 70% in 2010
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(source DigitalSOBE). Seventy-two percent of people use their phone to shop online (Ap-
ple pay, Android pay) and 23 billion SMS messages are sent per minute. The encrypted
messager application WhatsApp alone accounts for 42 billion messages, 1.6 billion photos
and 250 million videos sent per day, and the encrypted application Telegram, 15 billion
messages per day. Mobile phones are becoming more prevalent and the data they contain

are often decisive for investigators.

In addition, investigators find that the more secure a phone is, the more criminals
exchange information freely between members of the criminal organisation. Thus, over
generations of unsecured phones, messages were often sent in deliberately non-explicit
language. The contacts list on the phone did not correspond to real names of the members
of the network, but to pseudonyms. Similarly, in the context of drug trafficking, the
places, the quantities of the exchanges of narcotic substances and the itineraries of the
go-fast (gangs of drug traffickers crossing the country in convoys of powerful cars, breaking
roadblocks to deliver their drugs) were exchanged in a language difficult to exploit by the
investigators. Now, investigators remark that on the latest generations of secure phones,
this mode of operation is radically different. Thus, as criminal networks feel impunity
by openly exchanging information via encrypted phones, the information retrieved by
investigators on these types of phones is irrefutable evidence. Such evidence includes
places of exchange, itineraries of go-fast, real names of the members in the contacts
list, and lots of other information besides (amounts of narcotics, etc.). Investigators’
interest in accessing the information contained in these ultra-secure phones is becoming

a necessity for producing evidence in court.

As we have presented here, the Penal Code of the French Republic is clearly severe
when cryptographic means have been used to commit criminal offences. Indeed, the Code
of Criminal Procedure allows the investigator, in a well-regulated legal framework, to
perform all operations that may lead to the recovery of data that can serve as evidence in
court. In order to achieve these operations, the investigator may, with the authorisation of
the judge or the public prosecutor, carry out the reverse-engineering of the cryptographic
system used for criminal offences. But that will need the development of new techniques

to confront the exponential evolution of the embedded cryptography market.

The aims of this thesis have been to find new technical means of reverse-engineering
in order to provide investigators with new wherewithal for coping with the general use of
cryptography. It is in a context of strong international cooperation between the United
Kingdom and the French Republic that this thesis was carried out. Thanks to this co-
operation we were able to share cutting-edge knowledge and implement new techniques
for extracting and circumventing cryptographic operations for forensic purposes. The
Information Security Group of the Ecole Normale Supérieure of Paris, the Information

Security Group of Royal Holloway, University of London, the Smart Card and IoT Secu-
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rity Centre of Royal Holloway, University of London, the School of Biological Sciences of
Royal Holloway, University of London, and the Computer Laboratory of the University
of Cambridge were at one stage of the thesis involved in joint research with the IT Foren-
sic Department of the Forensic Sciences Institute of the French Gendarmerie (IRCGN).
Sharing of information made it possible to carry out this thesis and will constitute a solid

basis for future research projects.

The research steered during this thesis was often conducted with an analogy to the
Duncker’s Candle Problem. This cognitive test, carried out for the first time in 1945,
measured the influence of the functional fixity (inability to think differently) of a subject
on his ability to solve problems. This test consisted of bringing the subject into a room
in which there was a table on which was placed a candle, a box of matches and a box of
drawing pins. The experimenter asked the subject to fix the candle to the wall without
the candle’s wax falling on the table below. The typical solution of the problem was to
empty the box of pins, to place the candle on the box and to use the pins to pin the
box onto the wall. Most people, without success, tried to pin the candle to the wall or
melt the candle to fix it with wax. It was only after several minutes that the participants
understood that the box was not only a container but could also serve to hold the candle
on the wall. The spirit of this thesis has been similar in many aspects to this problem.
Therefore, we have repeatedly bypassed the principle of the main use of devices routinely
used by investigators and made use of those operations, put together end-to-end, to
solve more complex cryptographical problems inside modern mobile phones. Developing
the new use of laser ablation, SEM, FIB, chemical etching and the BGA station has
been made possible through a variety of research in fundamental physics, mathematics,

computer science, basic chemistry and electronics.

Thus, the fundamental studies conducted in chapter 2 allowed us to understand the
functioning and architecture of modern electronic components. We then presented the
current investigator’s technical possibilities on mobile phones to extract the data. We
quantified the present limitations of traditional extraction techniques, which were of-
ten insufficient in cases of encryption algorithms. In this way, we have developed new
techniques which are closer to the current investigators’ needs. By doing so, we imple-
mented in chapter 4 new chip-off methods using the physico-chemical properties of the
42Sn/58Bi eutectic alloy. This chapter was conducted thanks to the understanding of the
X-ray—matter and electron—matter interactions. In chapter 5, we diverted the traditional
use of industrial adhesives for forensic repairs of damaged components. We have used
their different properties to produce several man-in-the-middle prototypes enabling the
reverse engineering of modern security systems. In chapter 6, we relied on the properties
of laser—matter interactions and their uses in the advanced forensic repair of damaged
components as a result of attacks, accidents or air disasters. Finally, we demonstrated

in chapter 7 that all the methods developed in this thesis led us to the realisation of
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complex forensic operations, which we have successfully applied to the transplantation
of modern encrypted and damaged mobile phones. This international thesis leads us to
future strong collaborations with national and international universities. With the con-
stant evolution of cryptography, the sharing of knowledge and skills is the key element

allowing the investigator to counteract the use of cryptography for criminal purposes.

For the time being, investigators still have to deal with systems using classical me-
chanical implementations, and physics of materials. However, a new encryption system
will create a much larger technological breakthrough in the years to come than we are
currently experiencing. We are thinking here of quantum system of ciphering and trans-
mission that will use the light pulses of photons and the wave—particle duality defined
in the works of Albert Einstein and Louis de Broglie. These systems will take many
forms: photons, coherent states, or pairs of entangled photons. The information will
be transmitted by a quantum channel, which will allow the transit of the light pulses
(optical fibre, propagation medium allowing the transmission of light pulses, or quantum
satellite). Today, the issue that dominates our society is that of guaranteeing the pri-
vacy of communications. This securing of personal data, or sensitive data (confidential
data of states or companies), is also now essential in the eyes of the general public to
guarantee freedom of thought, speech and exchange. This security becomes essential now
also because our mobile phone allows direct access to our bank, our car, our housing.
Payments by phone become current currency. Medical consultations by videoconference
on our emerging phone technology and the issue of confidentiality of medical data is a
real issue. Cyber security is no longer the prerogative of states or private companies:
it is becoming progressively indispensable for all of us. Even with classical approaches,
mathematics and security tools, the history of cryptography shows us that it will always

be bypassed at one time or another.

This is why quantum techniques have gradually made their appearance in the academic
world. This new quantum security mode theoretically makes it possible to formally estab-
lish a link between the quantity of anomalies and the quantity of information intercepted,
thanks to a combination of the laws of quantum physics and information theory. This
kind of system is still in the development phase, although some indications lead us to
think faster development can be expected. Thus, the first practical tests have already
given good results for sending photons over 1,200 kilometres to 3 stations in Tibet, from
the world’s first quantum communication satellite, Mozi, in September 2017. This work
was developed by Professor Pan Jian-Wei and his team from Hefei University, China,
as part of Quantum Experiments at Space Scale program (QUESS) developed by the
Chinese Space Agency [Yin and Cao, 2017]. China has thus succeeded in establishing a

quantum link from space and has taken a decisive step towards an inviolable internet.

Quantum cryptography would require more theoretical skills but experts will have
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to face the current encryption technologies using the properties of classical physics and
mathematics. This connected world, which will be even faster with the arrival of the
5G (and then the X-G), and which will ship quantum cryptography, will gradually give
way to internet browsing and highly secure exchanges. This system will be the next
path in the evolution of the hyper-connectivity of our society. While this development
will in many ways be beneficial for data security, it will also allow for new impunity
for perpetrators, with difficulty for investigators to collect evidence or monitor website
visits of a terrorist nature or child pornography. In addition, the increase in the need
for the security of society, as well as for individuals (as a result of spying cases revealed
by WikiLeaks, Edward Joseph Snowden, or other whistleblowers) are in line with this
development. Thus, private companies that develop equipment for the general public and

nation states spend astronomical sums to keep their data and security processes secret.

Forensic investigators are designated to identify disaster victims, to combat inter-
national child-pornography networks, to assemble evidence against crime perpetrators,
to combat international drug trafficking and to help dismantle terrorist networks. All
these missions are not exhaustive and investigators must expect new threats in an ultra-
connected world. In the short run, we could mention the remote control of a pacemaker,

a vehicle or an airliner that will create certain difficulties in post-disaster expertise.

If it is possible for a doctor to remotely program a pacemaker, how could we ensure that
the death of a person wearing a pacemaker is natural, or a digital homicide committed
by an attacker taking remote control of pacemeker via a security breach? There are 5
million people around the world who are wearing pacemakers and 400,000 in France (and
60,000 new patients every year in France). Should the investigator consider each death
of a person carrying a pacemaker as suspect? In the United States, the Food and Drug
Administration (FDA), on August 29th 2017, launched a call for emergency update of
465,000 pacemakers manufactured by St. Jude Medical and Abbott following a security
breach on some of the most prevalent models such as: Accent SR RF, Accent ST, Assurity
MRI, Accent DR RF, Anthem RF, Quadra Allure MP RF and Quadra Allure MP.

The same principle of remote programming or hacking will apply more and more to
“connected” cars or airplanes with the potential for causing an accident or crash. As
evidence, 1,200 patents were filed between 2012 and 2016 concerning connected and
autonomous vehicles. In 2017 Audi released its first autonomous commercial vehicle
driving up to 60 km/h, the Audi A8 (the first car in the world to ship level 3 autonomous
driving systems). Among the most advanced brands in the field are Google, Daimler,
BMW, General Motors, Apple, Facebook, Microsoft, Amazon and Uber. Will it be
necessary to consider and assess numerically each vehicle relating to a fatal car accident?

How to prove that a remote control take-over has been done?
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In the years to come, could digital crime be a perfectly undetectable crime, the perfect

crime? The question will arise quickly and investigators must already anticipate it.
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Calculating Methods: Silicon Energy Bands’

Structure

The Schrodinger equation, developed for the first time by the Austrian physicist Er-
win Schrodinger in 1926 [Schrodinger, 1926], is the fundamental equation of quantum
mechanics that describes the evolution over time of a non-relativistic mass particle, and

has the same role than the fundamental equation of dynamics in classical mechanics.

A.1 Schrodinger Equation
Stationary energy states and system wave functions are given by the solutions of the
Schrodinger equation [Schrodinger, 1926] (Equation A.1):

Hwnlm (7", @7 @) = Enlwnlm (7", @7 @) (Al)

with Wpm (r, ©, @) the spherically symmetric potential, (n) the main quantum number,

(1) the orbital quantum number and (m) the magnetic quantum number.

A silicon crystal is composed of a very large number of interacting particles: electrons
and atomic nuclei. So if we take into account all the interactions found in the silicon

crystal we can write the Hamiltonian of the system in the form (Equation A.2):
Hsilicon = Ecn + Ece + ‘/e—e + ‘/;—n + Vn—n (AQ)

with B, and E., the kinetic energies of electrons and nuclei and Ve_e, Ve—y, and Vi,

the electron—electron, electron—nucleus and nucleus—nucleus interaction energies.

The stationary states of energy and the wave functions of the system are given by the

solutions of the silicon’s Schrodinger equation (Equation A.3):

[Ecn + Ece + Vve—e + ‘/;—n + Vn—n}wnlm (7’, @, @) = Enlwnlm (7’, Qa QS) (A?’)
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Appendix A. Calculating Methods: Silicon Energy Bands’ Structure

From this complex equation, several approximations can be made. The first is to limit
the interaction between particles by taking only the most important term: the Coulomb
interaction. But physicists often use the Born—-Oppenheimer approximation to help solve

the Schrodinger equation.

A.2 Born—Oppenheimer and Adiabatic Approximations

The Born—-Oppenheimer approximation was developed for the first time in 1927 [Born, 1927]
and allows us to separate the equation of the eigenvalues of the nuclei from that of the
electrons (Equation A.4).

HY(R,,1e)) = Ey¥(Ry,re) (A.4)

with Ry, the coordinates of the nuclei and r. represents those of the electrons.

The Born—Oppenheimer approximation shows that the eigenstates of the global system
are wave functions which are the products of the electronic wave function and the nuclear
wave function. Using this approximation in the case of silicon allows us to rewrite the

Schrodinger equation as (Equation A.5):
[Ecn + Ece + ‘/efe + Vvefn + ann]gpn(Rn)We(an Te) = EWn(Rn)We(an Te) (A5)

The adiabatic approximation finally allows an independent equation (Equation A.6):
[Ee, + Veee + Vern|We(Rp,1e) = EWy(Ry) . We(Ry, re) (A.6)

A.3 Hartree—Fock Approximation

The Hartree—Fock [Hartree, 1928, Fock, 1930] methods are methods of approximate
resolution of the Schrédinger equation of a multi-body quantum system. This approxi-
mation consists of globalising individual electron—electron interactions and writing that
each electron evolves in the average potential of all other electrons of silicon. Thereby
the Hamiltonian of Hartree-Fock is defined by (Equation A.7):

h2 Zl.62
HHartree—Fock = _%V2 - ; m + PCoulomb + Pe—e (A7)

with ; IreZ—l.Ii” the potential energy of electron—nuclei interactions, Pooyiomb and Pe—e

the electron—electron interactions.

Finally, in the context of the Born—Oppenheimer approximation and the Hartree—Fock
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approximation we can write the crystalline potential as (Equation A.8):

Zl.€2
‘/CBo'rn7Oppenheimer7Hart'reefFock (7_') = - Z m + PCoulomb + Pe—e (AS)
l € mn

The Schrodinger equation, in the case of silicon crystal, is a function of the crystalline

potential of the Born-Oppenheimer and Hartree—Fock approximations (Equation A.9):

h2

5V Vel ) (R, 7) = En(R) 2 (R, 7) (A.9)

[

with V.(7) the crystalline potential seen by the electrons.
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Main Forensic File Signatures Table

File || Header signature Footer signature

jpeg || FF D8 FF D9

gif 47 49 46 38 00 3B

png || 89 50 4F 47 0D 0A 1A 0A | 49 45 4F 44

html || 3C 48 54 4D 4C 3E 3C 2F 68 74 6D 6C 3E

pdf 25 50 44 46 2D 31 2E 25 25 45 4F 46

doc DO CF 11 E0 A1 B1 1A E1 | 57 6F 72 64 2E 44 6F 63 75 6D 65 6E 74 2E
zip 50 4B 03 04 14 50 4B 05 06 00

Table B.1: File Signatures: Headers and Footers

File type || start

mp3 49 44 33 2E

excel DO CF 11 EO

tar 1F 8B 08 00

ppt DO CF 11 EO

rar 52 61 72 2

wmv 3026 B2 7

pgd 50 47 50 64 4D 41 49 4K
png 89 50 4E 47 0D 0A 1A 0A
pptx 50 4B 03 04

mls 4D 4C 53 57

Table B.2: File Starts: File Identifications
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Résumé

Avec l'arrivée des dernieres générations de
téléphones chiffrés (BlackBerry PGP, iPhone),
I'extraction des données par les experts
est une tache de plus en plus complexe
et devient un véritable défi notamment
apres une catastrophe aérienne ou une
attaque terroriste. Dans cette thése, nous
avons développé des attaques physiques
sur systemes cryptographiques a des fins
d’expertises judiciaires.

Une nouvelle technique de re-brasage
a basse température des composants
électroniques endommagés, utilisant un
mélange eutectique 42Sn/58Bi, a été déve-
loppée. Nous avons exploité les propriétés
physico-chimiques de colles polyméres et les
avons utilisées dans I'extraction de données
chiffrées. Une nouvelle technique a été
développée pour faciliter l'injection et la
modification a haute-fréquence des données.
Le prototype permet des analyses en temps
réel des échanges processeur-mémoire en
attaque par le milieu. Ces deux techniques
sont maintenant utilisées dans des dispositifs
d’attaques plus complexes de systémes
cryptographiques.

Nos travaux nous ont mené a sensibiliser
les colles polymeres aux attaques laser par
pigmentation. Ce processus permet des
réparations complexes avec une précision
laser de l'ordre de 15 micrometres. Cette
technique est utilisable en réparations
judiciaires avancées des crypto-processeurs
et des mémoires.

Ainsi, les techniques développées, mises
bout a bout et couplées avec des disposi-
tifs physiques (tomographie 3D aux rayons
X, MEB, laser, acide fumant) ont permis de
réussir des transplantations judiciaires de sys-
temes chiffrés en conditions dégradées et ap-
pliquées pour la premiére fois avec succes sur
les téléphones BlackBerry chiffrés a I'aide de
PGP.

Mots-clés

Retro-Conception Matérielle, Extractions Phy-
siques, Attaques par le Milieu, Tomogra-
phie 3D aux Rayons X, Interactions Laser-
Matiere et Electron-Matiére, Attaques Chi-
miques, Transplantations Judiciaires.

Abstract

When considering the latest generation of
encrypted mobile devices (BlackBerry’s PGP,
Apple’s iPhone), data extraction by experts
is an increasingly complex task. Forensic
analyses even become a real challenge
following an air crash or a terrorist attack.
In this thesis, we have developed physical
attacks on encrypted systems for the purpose
of forensic analysis.

A new low-temperature re-soldering
technique of damaged electronic compo-
nents, using a 42Sn/58Bi eutectic mixture,
has been developed. Then we have exploited
the physico-chemical properties of polymer
adhesives and have used them for the ex-
traction of encrypted data. A new technique
has been developed to facilitate injection
and high-frequency data modification. By
a man-in-the-middle attack, the prototype
allows analysing, in real-time, the data
exchanges between the processor and the
memory. Both techniques are now used
in more complex attacks of cryptographic
systems.

Our research has led us to successfully
sensitise polymer adhesives to laser attacks
by pigmentation. This process allowed
complex repairs with a laser with 15
micrometres precision and has been used in
advanced forensic repair of crypto-processors
and memory chips.

Finally, the techniques developed in this
thesis, put end-to-end and coupled with phy-
sical devices (X-ray 3D tomography, laser,
SEM, fuming acids), have made it possible
to have successful forensic transplants of en-
crypted systems in degraded conditions. We
have successfully applied them, for the first
time, on PGP-encrypted BlackBerry mobile
phone.
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